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Summary

CVE CVE-2001-1158

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2001-07-09 04:00:00 UTC

Updated 2017-10-10 01:30:00 UTC

Description Check Point VPN-1/FireWall-1 4.1 base.def contains a default macro, accept_fw1_rdp, which can allow remote attackers to bypass intended restrictions with forged RDP (internal protocol) headers to UDP port 259 of arbitrary hosts.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Checkpoint Firewall-1 4.1 All All All

Application Checkpoint Firewall-1 4.1 sp2 All All

Application Checkpoint Firewall-1 4.1_build_41439 All All All

Application Checkpoint Firewall-1 4.1 All All All

Application Checkpoint Firewall-1 4.1 sp2 All All

Application Checkpoint Firewall-1 4.1_build_41439 All All All

References

Reference Source Link

404 Not Found OSVDB www.osvdb.org

VPN-1/FireWall-1 RDP Communication Vulnerability CIAC ciac.llnl.gov

Neohapsis Archives - Bugtraq - Check Point FireWall-1 RDP Bypass Vulnerability - From jtb@inside-security.de BUGTRAQ archives.neohapsis.com

CERT Advisory CA-2001-17 Check Point RDP Bypass Vulnerability CERT www.cert.org

CERT/CC Vulnerability Note VU#310295 CERT-VN www.kb.cert.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Check Point Firewall-1 RDP Header Firewall Bypassing Vulnerability BID www.securityfocus.com

Alerts: RDP Communication CHECKPOINT www.checkpoint.com
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20010709 Check Point response to RDP Bypass BUGTRAQ online.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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