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Summary

CVE CVE-2001-1162

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2001-06-23 04:00:00 UTC

Updated 2017-10-10 01:30:00 UTC

Description Directory traversal vulnerability in the %m macro in the smb.conf configuration file in Samba before 2.2.0a allows remote attackers to overwrite certain files via a .. in a NETBIOS name, which is used as the name for a .log file.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hp Cifs-9000 Server a.01.05 All All All

Application Hp Cifs-9000 Server a.01.06 All All All

Application Hp Cifs-9000 Server a.01.05 All All All

Application Hp Cifs-9000 Server a.01.06 All All All

Application Samba Samba 2.0.5 All All All

Application Samba Samba 2.0.6 All All All

Application Samba Samba 2.0.7 All All All

Application Samba Samba 2.0.8 All All All

Application Samba Samba 2.0.9 All All All

Application Samba Samba 2.2.0 All All All

Application Samba Samba 2.0.5 All All All

Application Samba Samba 2.0.6 All All All

Application Samba Samba 2.0.7 All All All

Application Samba Samba 2.0.8 All All All

Application Samba Samba 2.0.9 All All All

Application Samba Samba 2.2.0 All All All
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References

Reference Source Link Tags

Home - Conectiva CONECTIVA distro.conectiva.com.br

MandrakeSoft Security Advisory MDKSA-2001:062 : samba MANDRAKE www.linux-mandrake.com

SecurityFocus home advisories: Security Vulnerability in CIFS/9000 Server #2 HP www.securityfocus.com

Debian GNU/Linux -- Security Information -- DSA-065-1 samba DEBIAN www.debian.org

Xinuos Inc. | Support | Security | Advisories | Document Not Found CALDERA www.calderasystems.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

SAMBA - opening windows to a wider world CONFIRM us1.samba.org

20011002-01-P SGI patches.sgi.com

Samba Security Vulnerability CIAC ciac.llnl.gov

Samba Remote Arbitrary File Creation Vulnerability BID www.securityfocus.com Exploit, Patch, Vendor Advisory

SecurityFocus home mailing list: BugTraq BUGTRAQ www.securityfocus.com Exploit, Patch, Vendor Advisory

redhat.com | Red Hat Support REDHAT www.redhat.com

IMNX-2001-70-027-01 IMMUNIX download.immunix.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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