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Summary

CVE CVE-2001-1234

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2001-10-02 04:00:00 UTC

Updated 2008-09-05 20:26:00 UTC

Description Bharat Mediratta Gallery PHP script before 1.2.1 allows remote attackers to execute arbitrary code by including files from remote web sites via an HTTP request that modifies the includedir variable.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gallery Project Gallery 1.1 All All All

Application Gallery Project Gallery 1.2 All All All

Application Gallery Project Gallery 1.2.1 All All All

Application Gallery Project Gallery 1.1 All All All

Application Gallery Project Gallery 1.2 All All All

Application Gallery Project Gallery 1.2.1 All All All

References

Reference Source Link

Download Gallery from SourceForge.net CONFIRM prdownloads.sourceforge.net

404 Not Found OSVDB www.osvdb.org

ISS X-Force Database: XF www.iss.net

Neohapsis Archives - Bugtraq - results of semi-automatic source code audit - From genetics@genetics.ath.cx BUGTRAQ archives.neohapsis.com

Bharat Mediratta Gallery Remote Arbitrary Code Execution Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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