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Summary

CVE CVE-2001-1370

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2001-07-21 04:00:00 UTC

Updated 2016-10-18 02:14:00 UTC

Description prepend.php3 in PHPLib before 7.2d, when register_globals is enabled for PHP, allows remote attackers to execute arbitrary scripts via an HTTP request that modifies $_PHPLIB[libdir] to point to malicious code on another server, as seen in Horde 1.2.5 and earlier, IMP before 2.2.6, and other packages that use PHPLib.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Phplib Team Phplib 7.2 All All All

Application Phplib Team Phplib 7.2.1 All All All

Application Phplib Team Phplib 7.2b All All All

Application Phplib Team Phplib 7.2c All All All

Application Phplib Team Phplib 7.2 All All All

Application Phplib Team Phplib 7.2.1 All All All

Application Phplib Team Phplib 7.2b All All All

Application Phplib Team Phplib 7.2c All All All

References

Reference Source Link Tags

'TSLSA-2001-0014 - PHPLib' - MARC BUGTRAQ marc.info

SecurityFocus HOME Mailing List: BugTraq BUGTRAQ online.securityfocus.com

Debian -- Security Information -- DSA-073-1 imp DEBIAN www.debian.org Patch, Vendor Advisory

Multiple Vendor PHPLIB Remote Script Execution Vulnerability BID www.securityfocus.com Exploit, Patch, Vendor Advisory

SecurityFocus home mailing list: BugTraq BUGTRAQ www.securityfocus.com Vendor Advisory

Home - Conectiva CONECTIVA distro.conectiva.com.br
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CSSA-2001-027.0 CALDERA ftp.caldera.com

ISS X-Force Database: XF www.iss.net Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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