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Summary

CVE CVE-2001-1377

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-03-04 05:00:00 UTC

Updated 2018-10-30 16:25:00 UTC

Description Multiple RADIUS implementations do not properly validate the Vendor-Length of the Vendor-Specific attribute, which allows remote attackers to cause a denial of service (crash) via a Vendor-Length that is less than 2.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Freeradius Freeradius 0.2 All All All

Application Freeradius Freeradius 0.3 All All All

Application Freeradius Freeradius 0.2 All All All

Application Freeradius Freeradius 0.3 All All All

Application Gnu Radius 0.92.1 All All All

Application Gnu Radius 0.93 All All All

Application Gnu Radius 0.94 All All All

Application Gnu Radius 0.95 All All All

Application Gnu Radius 0.92.1 All All All

Application Gnu Radius 0.93 All All All

Application Gnu Radius 0.94 All All All

Application Gnu Radius 0.95 All All All

Application Icradius Icradius 0.14 All All All

Application Icradius Icradius 0.15 All All All

Application Icradius Icradius 0.16 All All All

Application Icradius Icradius 0.17 All All All

Application Icradius Icradius 0.17b All All All
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Application Icradius Icradius 0.17b All All All

Application Icradius Icradius 0.18 All All All

Application Icradius Icradius 0.18.1 All All All

Application Icradius Icradius 0.14 All All All

Application Icradius Icradius 0.15 All All All

Application Icradius Icradius 0.16 All All All

Application Icradius Icradius 0.17 All All All

Application Icradius Icradius 0.17b All All All

Application Icradius Icradius 0.18 All All All

Application Icradius Icradius 0.18.1 All All All

Application Livingston Radius 2.0 All All All

Application Livingston Radius 2.0.1 All All All

Application Livingston Radius 2.1 All All All

Application Livingston Radius 2.0 All All All

Application Livingston Radius 2.0.1 All All All

Application Livingston Radius 2.1 All All All

Application Lucent Radius 2.0 All All All

Application Lucent Radius 2.0.1 All All All

Application Lucent Radius 2.1 All All All

Application Lucent Radius 2.0 All All All

Application Lucent Radius 2.0.1 All All All

Application Lucent Radius 2.1 All All All

Application Miquel Van Smoorenburg Cistron Radius 1.6.1 All All All

Application Miquel Van Smoorenburg Cistron Radius 1.6.2 All All All

Application Miquel Van Smoorenburg Cistron Radius 1.6.3 All All All

Application Miquel Van Smoorenburg Cistron Radius 1.6.4 All All All

Application Miquel Van Smoorenburg Cistron Radius 1.6.5 All All All

Application Miquel Van Smoorenburg Cistron Radius 1.6_.0 All All All

Application Miquel Van Smoorenburg Cistron Radius 1.6.1 All All All

Application Miquel Van Smoorenburg Cistron Radius 1.6.2 All All All

Application Miquel Van Smoorenburg Cistron Radius 1.6.3 All All All

Application Miquel Van Smoorenburg Cistron Radius 1.6.4 All All All

Application Miquel Van Smoorenburg Cistron Radius 1.6.5 All All All

Application Miquel Van Smoorenburg Cistron Radius 1.6_.0 All All All

Application Openradius Openradius 0.8 All All All

Application Openradius Openradius 0.9 All All All
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Application Openradius Openradius 0.9.1 All All All

Application Openradius Openradius 0.9.2 All All All

Application Openradius Openradius 0.9.3 All All All

Application Openradius Openradius 0.8 All All All

Application Openradius Openradius 0.9 All All All

Application Openradius Openradius 0.9.1 All All All

Application Openradius Openradius 0.9.2 All All All

Application Openradius Openradius 0.9.3 All All All

Application Radiusclient Radiusclient 0.3.1 All All All

Application Radiusclient Radiusclient 0.3.1 All All All

Application Xtradius Xtradius 1.1_pre1 All All All

Application Xtradius Xtradius 1.1_pre2 All All All

Application Xtradius Xtradius 1.1_pre1 All All All

Application Xtradius Xtradius 1.1_pre2 All All All

Application Yard Radius Yard Radius 1.0.17 All All All

Application Yard Radius Yard Radius 1.0.18 All All All

Application Yard Radius Yard Radius 1.0.19 All All All

Application Yard Radius Yard Radius 1.0_pre13 All All All

Application Yard Radius Yard Radius 1.0_pre14 All All All

Application Yard Radius Yard Radius 1.0_pre15 All All All

Application Yard Radius Yard Radius 1.0.17 All All All

Application Yard Radius Yard Radius 1.0.18 All All All

Application Yard Radius Yard Radius 1.0.19 All All All

Application Yard Radius Yard Radius 1.0_pre13 All All All

Application Yard Radius Yard Radius 1.0_pre14 All All All

Application Yard Radius Yard Radius 1.0_pre15 All All All

Application Yard Radius Project Yard Radius 1.0.16 All All All

Application Yard Radius Project Yard Radius 1.0.16 All All All
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Multiple Vendor Radius Short Vendor-Length Field Denial Of Service Vulnerability

Home - Conectiva

Neohapsis Archives - SuSE Security Discussion - [suse-security] SuSE Security Announcement: radiusd-cistron (SuSE-SA:2002:013) - From krahmersuse.de

CERT Advisory CA-2002-06 Vulnerabilities in Various Implementations of the RADIUS Protocol

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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