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Summary

CVE CVE-2001-1410

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-08-18 04:00:00 UTC

Updated 2021-07-23 12:55:00 UTC

Description Internet Explorer 6 and earlier allows remote attackers to create chromeless windows using the Javascript window.createPopup method, which could allow attackers to simulate a victim's display and conduct unauthorized activities or steal sensitive data via social engineering.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Ie 5.5 All All All

Application Microsoft Ie 5.5 sp1 All All

Application Microsoft Ie 5.5 sp2 All All

Application Microsoft Ie 6.0 All All All

Application Microsoft Ie 5.5 All All All

Application Microsoft Ie 5.5 sp1 All All

Application Microsoft Ie 5.5 sp2 All All

Application Microsoft Ie 6.0 All All All

Application Microsoft Internet Explorer 5.5 All All All

Application Microsoft Internet Explorer 5.5 sp1 All All

Application Microsoft Internet Explorer 5.5 sp2 All All

Application Microsoft Internet Explorer 6.0 All All All

References

Reference Source Link Tags

FULL SCREEN SCRIPT MISC www.systemintegra.com

Javascript in IE may spoof the whole screen MISC www.guninski.com
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US-CERT Vulnerability Note VU#490708 CERT-VN www.kb.cert.org US Government Resource

SecurityFocus home mailing list: BugTraq BUGTRAQ www.securityfocus.com Exploit, Vendor Advisory

IE Chromeless window vulnerabilities MISC www.doxdesk.com

Microsoft Internet Explorer JavaScript Interface Spoofing Vulnerability BID www.securityfocus.com Exploit, Vendor Advisory

'Internet Explorer Full-Screen mode threats' - MARC BUGTRAQ marc.info

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

'IE chromeless window vulnerabilities' - MARC BUGTRAQ marc.info

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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