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CVE-2001-1434

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCPINAN Certain versions of los from Cisco contain the following vulnerability:

Cisco 10S 12.0(5)XU through 12.1(2) allows remote attackers to read
system administration and topology information via an "snmp-server
host" command, which creates a readable "community" community
string if one has not been previously created.

CVE-2001-1434 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

IBM X-Force Exchange SCEEREAETRSTN @ XF cisco-ios-snmp-server-community(6178)

Cisco - Networking, Cloud, and Vendor Advisory ae GISCO 20010228 Cisco 10S Software Multiple SNMP

Cybersecurity Solutions [ www.cisco.com | Community String Vulnerabilities

CERT/CC Vulnerability Note VU#848944 # CERT-VN VU#848944
By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.



https://cve.report/
https://cve.report/CVE-2001-1434/mitre
https://cve.report/CVE-2001-1434/nist
https://cve.report/CVE-2001-1434/cve_org
https://cve.report/CVE-2001-1434.pdf
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://exchange.xforce.ibmcloud.com/vulnerabilities/6178
http://www.cisco.com/warp/public/707/ios-snmp-community-vulns-pub.shtml
http://www.kb.cert.org/vuls/id/848944
mailto:%20comment@cve.report

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Cisco los 12.0 All All All
System

Operating Cisco los 12.0(1) All All All
System

Operating Cisco los 12.0(1)w All All All
System

Operating Cisco los 12.0(1)xa3 All All All
System

Operating Cisco los 12.0(1)xb All All All
System

Operating Cisco los 12.0(1)xe All All All
System

Operating Cisco los 12.0(10)s7 All All All
System

Operating Cisco los 12.0(10)w5 All All All
System

Operating Cisco los 12.0(10)w5(18f) All All All
System

Operating Cisco los 12.0(10)w5(189g) All All All
System

Operating Cisco los 12.0(10a) All All All
System

Operating Cisco los 12.0(11)s6 All All All
System

Operating Cisco los 12.0(11)st4 All All All
System

Operating Cisco los 12.0(11a) All All All
System

Operating Cisco los 12.0(12)s3 All All All
System

Operating Cisco los 12.0(12a) All All All
System

Operating Cisco los 12.0(13)s6 All All All
System

Operating Cisco los 12.0(13)w5(19c) All All All
System

Operating Cisco los 12.0(13)wt6(1) All All All
System

Operating Cisco los 12.0(13a) All All All
System
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Operating Cisco los 12.1yc
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Operating Cisco los 12.1ye
System

Operating Cisco los 12.1yf
System

Operating Cisco los 12.1yh
System

Operating Cisco los 12.1yi
System

Operating Cisco los 12.1yj
System

Operating Cisco los 12.1\(20\)e
System

Operating Cisco los 12.1\(20\)e1
System

Operating Cisco los 12.1\(20\)e2
System

Operating Cisco los 12.1\(20\)eat
System

Operating Cisco los 12.1\(20\)ec
System

Operating Cisco los 12.1\(20\)ect
System

Operating Cisco los 12.1\(20\)ew
System

Operating Cisco los 12.1\(20\)ew1
System

cpe:2.3:0:Cisco:ios:12.0: """
sk akak ok ok kak,
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ARk kKKK k.
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dk kR kR akak.

cpe:2.3:0:cisco:i0s:12.0(2) ™ """ ™

dkakakakakakak.

cpe:2.3:0:cisco:ios:12.0(2)xc: ™" "

skukakukakakak.

cpe:2.3:0:cisco:ios:12.0(4)t:™: ™

dkkakukakakak.

cpe:2.3:0:cisco:ios:12.0(4)xe ™" ™

akLk kKKK Lk,

cpe:2.3:0:Cisco:ios:12.0(4)xe 1 "

ARk kKK LKLk,

cpe:2.3:0:Cisco:ios:12.0(4)xm:* %

Skk Lk kkakak.

cpe:2.3:0:cisco:ios:12.0(5)t: ™

ARk kKRR k,

cpe:2.3:0:cisco:ios:12.0(5)t1 "™



Skk ok k ok akak.

cpe:2.3:0:cisco:ios:12.0(5)we: ™

Kk ok kKKK,

cpe:2.3:0:cisco:i0s:12.0(5)we3b:* ™

Sk Rk ok akk k.

cpe:2.3:0:Cisco:i0s:12.0(5)wx:

dkuk kR ok akak.

cpe:2.3:0:cisco:i0s:12.0(5)xe: 1 " *:

Kk kKR kK,

cpe:2.3:0:Cisco:i0s:12.0(5)xk2: " " :*:

dkakak kR akak.

cpe:2.3:0:Cisco:i0s:12.0(5)xn:*** "

Kk koK kKK,

cpe:2.3:0:Ccisco:i0s:12.0(5)xn 1 ***r*

dkakak kR akak.

cpe:2.3:0:cisco:i0s:12.0(5)xs ™" " " ™

ek akakakakakok,

cpe:2.3:0:Cisco:i0s:12.0(5)xu: > "%

dkukakukakakak.

cpe:2.3:0:cisco:ios:12.0(7)sc:* "

skakakakakakak.

cpe:2.3:0:cisco:ios:12.0(7)t: " ™

Sk Lk ak Lk akakuk.

cpe:2.3:0:Cisco:ios:12.0(7)xe ™" ™

akLk kKKK Lk,

cpe:2.3:0:Cisco:ios:12.0(7)xe2: ™ *:*:



SRk kR ok akak.

cpe:2.3:0:Cisc0:i0s:12.0(7)xv

Kk ok kKoK Lk,

cpe:2.3:0:Cisc0o:i0s:12.0(7.4)s: " ™

Lk kR kR akak.

cpe:2.3:0:Cisc0:i0s:12.0(8):****

dk Lk ak kR akak.

cpe:2.3:0:Cisc0:i0s:12.0(8)s1: 1 ™ *:

Sk Rk kR akak.

cpe:2.3:0:Cisc0:i0s:12.0(8.0.2)s:* " """

dkak kR kR k.

cpe:2.3:0:Cisco:i0s:12.0(8.3)sc:*:* " "1

akLk kLK Lk LKLk,

cpe:2.3:0:cisco:ios:12.0st:*: "

akLkuk ok kakk,

cpe:2.3:0:Cisco:ios:12.0sx: " ™

I

cpe:2.3:0:Cisco:ios:12.0t: " "

L

cpe:2.3:0:Cisco:ins:12.0w5s: ™ *:*:*:

ARk Lk kR LRk,

cpe:2.3:0:Cisco:ios:12.0wt: ™"



AkakLak kR Rk,

cpe:2.3:0:cisco:ios:12.0xa: **:**

Akakak kR Rk,

cpe:2.3:0:cisco:ios:12.0xb:*

ARk kKR kR,

cpe:2.3:0:Cisco:ins:12.0xc: ™ ™

ARk kR kR k.

cpe:2.3:0:cisco:i0s:12.0xd:

Kk koK kKK,

cpe:2.3:0:Cisco:i0s:12.0xf ™

dkak koK ok kR,

cpe:2.3:0:Cisco:i0s:12.0xg " "™

akak Kok kR k.

cpe:2.3:0:Cisco:i0s:12.0xh:* %

Kk koK kKK,

cpe:2.3:0:CisCo:i0s:12.0xi:* " "

akLk kKR kLK,

cpne:2.3:0:cisco:ins:12.0\(12a\):**: *x 7 *:



P m e ey -



KLk kKR Kk,

cpe:2.3:0:cisco:i0s:12.0\(18\)s: "

Kk kKK kLK,

cpe:2.3:0:Cisco:i0s:12.0\(1\) ™

Skk ok k ok akak,

cpe:2.3:0:cisco:ios:12.0\(1\)w: ™

R L

cpe:2.3:0:Cisco:ios:12.0\(4\)xe: """

dkakakakakakak.

cpe:2.3:0:cisco:ios:12.0\(4\)xe 1 "

dkkak ok akakk.

cpe:2.3:0:Cisco:ios:12.0\(4\) xm:** "

ARk kKKK LK,

cpe:2.3:0:cisco:ios:12.0\(4\)xm1 7 "

Ak kKK kLK Lk,

cpe:2.3:0:cisco:ios:12.0\(5.1\)xp:* "

Ak kKK kKK,

cpe:2.3:0:cisco:ios:12.0\(5.2\)xu: "

Skk Kk k ok akak.

cpe:2.3:0:cisco:ios:12.0\(5.3\)wet

PRV s YRS DR Y A T 2 LS W I S
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ARk Lak kR kR,

cpe:2.3:0:Cisco:i0s:12.0\(B\)t:

ak kR kR Rk,

cpe:2.3:0:Cisc0:i0s:12.0\(5\)wx:*** %

Kk koK kKK,

cpe:2.3:0:Cisco:i0s:12.0\(B\)xe " """

Kk koK kKK,

cpe:2.3:0:Cisco:i0s:12.0\(5\)xk: ™ i

R S

cpe:2.3:0:Cisco:ios:12.0\(7\)xe: 7 :":*:

Sk Kk akkakakak.

cpe:2.3:0:cisco:ios:12.0\(7\)xe2:*:**:*



akLkak ok kakk.

cpe:2.3:0:cisco:ios:12. 1aa: """

akLkLk ok kakk,

cpe:2.3:0:ciscoiios:12. 1ax: ™"

dkLk koK akakk,

cpe:2.3:0:ciscoiios:12. 1ay: * "

ARk kKR kK,

cpe:2.3:0:cisco:ios:12. 1da: """



Skuk ok k ok ukak.

cpe:2.3:0:ciscoiios:12. 1 7

dkakak kR Rk,

cpe:2.3:0:cisco:ios:12.1ea: "

ARk kKRR k.

cpe:2.3:0:cisco:ios:12.1eb:

ARk ak kR Rk,

cpe:2.3:0:cisco:ios:12.1ec: "

dkak kR kR k.

cpe:2.3:0:cisco:ios:12.1e0: ™ **

dkak koK kR k.

cpe:2.3:0:cisco:ios:12.1eu: ™ **

Lk Lk ak kR akak.

cpe:2.3:0:cisco:ios:12.1ew: 1 ™

dkak KoKk Rk,

cpe:2.3:0:cisco:ios:12. 1ex: %

akLk KKk LKLk,

cpe:2.3:0:Cisco:ios: 121 xj: " ™

ARk Lk ok Lk ak k.

cpe:2.3:0:Cisco:ios: 12 1xk: " ™

dkukakkkakak.

cpe:2.3:0:cisco:ios:12. 1 xm:* "

ARk koK kakk,

cpe:2.3:0:cisco:ios:12. 1xp: "

ARk kKR kK,

cpe:2.3:0:cisco:ios:12.1xq: "



Akakk kR Rk,

cpe:2.3:0:Cisco:ios:12. 1xs: ™

ARk kKRR k.

cpe:2.3:0:cisco:ios:12.1xu:

ARk kKRR k.

cpe:2.3:0:Cisco:ios:12. v s

dkakak kR akak.

cpe:2.3:0:Cisco:ios:12. 1 xw

dkak koK ok Rk,

cpe:2.3:0:CisCo:ios:12. 1 xx: ™ ™

dkak koK kR k.

cpe:2.3:0:cisco:ios:12. 1xz: s

ak kLR ok ak Rk,

cpe:2.3:0:cisco:ios:12.1yb: "%

dkak koK ok Rk,

cpe:2.3:0:ciscoiios:12. Tyc: "

dkak koK ok Rk,

cpe:2.3:0:cisco:ios:12.1yd: *

cpe:2.3:0:Cisco:ios:12.0: "

dkLkk ok kak k.

cpe:2.3:0:cisco:ios:12.0da: "

AkLkLk kR Rk,

cpe:2.3:0:cisco:ios:12.0dc: ™



Skk ok k ok akak.

cpe:2.3:0:cisco:ios:12.0s: 7 :*:

ARk ak kR Rk,

cpe:2.3:0:cisco:ios:12.0sc:*: ™

ARk kKR kK.

cpe:2.3:0:Cisco:i0s:12.0sp " " "%

Kk kKK kK,

cpe:2.3:0:Cisco:i0s:12.0st: ™ " ™

dkukak kR akak.

cpe:2.3:0:Cisco:ios:12.0t: ™

Lk kR kR akak.

cpe:2.3:0:Cisco:i0s:12.0wS: 1 1 :*:

dk Rk kR akak,

cpe:2.3:0:cisco:ios:12.0we: ™

Ak kR kR Rk,

cpe:2.3:0:cisco:ios:12.0wt: ™

ek Rk kR akak.

cpe:2.3:0:Cisco:ios:12.0wx:*****

dkak koK ok akak,

cpe:2.3:0:cisco:ios:12.0xa: ™"

skukakukakakak.

cpe:2.3:0:Cisco:ins:12.0xm: ™ "

ARk koK kakk,

cpe:2.3:0:Cisco:ins:12.0xn: "

dkkLk ok kakk,

cpe:2.3:0:Cisco:ios:12.0xp: "

akLkLk kKKK,

cpe:2.3:0:Cisco:ios:12.0xr: ™

ARk kR kR k.

cpe:2.3:0:Cisco:ios:12.0xs: ™ : %" *:*:






akLk kKKK Lk,

cpe:2.3:0:cisco:ios:12.0\(2\)xe: """

ARk LKk KLk Lk,

cpe:2.3:0:cisco:ios:12.0\(2\)xf: " "

akLk kKK LKLk,

cpe:2.3:0:cisco:ios:12.0\(2\)xg: """

AnAD iacnicnntine 1D NV EDFkokakkokak,
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SRk akkakakak.

cpe:2.3:0:Cisco:i0s:12.0\(4\)s: s

Kk kKK kK,

cpe:2.3:0:Cisc0:i0s:12.0\(5.1\)xp:** "™

Kk kKK kK,

cpe:2.3:0:Cisc0o:i0s:12.0\(5.2\)xu:**** "1™

akLk kKKK Lk,

cpe:2.3:0:Cisco:ios:12.0\(5\)xn: """

dkakakakakakak.

cpe:2.3:0:cisco:ios:12.0\(5\)xn1:* "

aKLk kKKK Lk,

cpe:2.3:0:cisco:ios:12.0\(5\)xs: ™" "

akLk kKK LKLk,

cpe:2.3:0:Cisco:ios:12.0\(5\)xu:*:****:":*:



Kk kKK kK,

cpe:2.3:0:cisco:i0s:12.0\(7\)s 1

Kk ak kKKK,

cpe:2.3:0:Cisco:i0s:12.0\(7\)sc: ™ " ™

ARk kKRR k.

cpe:2.3:0:Cisco:i0s:12.0\(7\)t*

ARk kKKK k.

cpe:2.3:0:cisco:ios:12.1: ™

akLk kKRR k,

cpe:2.3:0:cisco:ios:12.1aa: """

ARk kKRR k,

cpe:2.3:0:ciscoiios:12. 1ax: "

dkakLk kR LRk,

cpe:2.3:0:ciscoiios:12. 1ay: * "



ARk kR kR k.

cpe:2.3:0:cisco:ios:12.1da: "

ARk kR kLR k.

cpe:2.3:0:cisco:ios:12. 1db:

ARk k kR LRk,

cpe:2.3:0:ciscoiios:12.1dc:** 7

ARk kR kR k.

cpe:2.3:0:cisco:ios:12.1ea: "

akak kR kLR k.

cpe:2.3:0:cisco:ios:12.1eb:

dkak koK ok kR,

cpe:2.3:0:cisco:ios:12.1e0: ™ ***

akak kR kR k.

cpe:2.3:0:cisco:ios:12.1eu: ™ **

dkak koK kR k.

cpe:2.3:0:cisco:ios:12. e

akLkak ok kakk,

cpe:2.3:0:cisco:ios:12.1xg:

akLkak ok kakk,

cpe:2.3:0:cisco:ios:12.1xh: "

akLk kKKK LK,

cpe:2.3:0:Cisco:ios:12. 1 xi: ™"

dkLkk ok kakk,

cpe:2.3:0:Cisco:ios: 12 1xk: " ™

akLk kKKK Lk,

cpe:2.3:0:Cisco:ios: 12 1 x| "

Akakk kR Rk,

cpe:2.3:0:cisco:ios:12. 1xp: * "



ARk kKRR k.

cpe:2.3:0:cisco:ios:12.1xq:

KLk kKK kK,

cpe:2.3:0:cisco:ios:12. 1xr:

Akakak kR kR,

cpe:2.3:0:Cisco:ios:12. 1xs: ™ ™

dkak kR kR k.

cpe:2.3:0:Cisco:ios:12.1xu: ™

dkak koK kR ok,

cpe:2.3:0:Cisco:ios:12. v

Lk kR kR Rk,

cpe:2.3:0:Cisco:ios:12. 1 xw

dkak koK ok Rk,

cpe:2.3:0:CisCo:ios:12. 1 xx: ™ ™

dkak kR kR k.

cpe:2.3:0:cisco:ios:12. 1xz: 7 s

akakak ok akakak,

cpe:2.3:0:cisco:ios:12. 1yb: >

akLk kKKK k.

cpe:2.3:0:cisco:ios:12.1\(20\)eat :*:** """

dkukakakakakak.

cpe:2.3:0:cisco:ios:12.1\(20\)ec:*: """

No vendor comments have been submitted for this CVE
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