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2001-09-04 04:00:00 UTC
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Risk And Classification

Buffer overflow in the (1) smap/smapd and (2) CSMAP daemons for Gauntlet Firewall 5.0 through 6.0 allows remote attack

Problem Types: CWE-119
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Hardware Pgp E-ppliance 300 1.5 All All All

Hardware Pgp E-ppliance 300 2.0 All All All

Hardware Pgp E-ppliance 300 1.0 All All All

Hardware Pgp E-ppliance 300 1.5 All All All

Hardware Pgp E-ppliance 300 2.0 All All All

Operating System Sqi Irix 6.2 All All All

Operating System Sqi Irix 6.3 All All All

Operating System Sqi Irix 6.4 All All All

Operating System Sqi Irix 6.5 All All All

Operating System Sgi Irix 6.2 All All All

Operating System Sgi Irix 6.3 All All All

Operating System Sqi Irix 6.4 All All All

Operating System Sgi Irix 6.5 All All All

Reference Source Link

IBM X-Force Exchange XF exchange.xforce.ibi
20011104-01-1 SGl patches.sgi.com
CERT Advisory CA-2001-25 Buffer Overflow in Gauntlet Firewall allows intruders to execute arbitrary code CERT www.cert.org
CERT/CC Vulnerability Note VU#206723 CERT-VN  www.kb.cert.org
Gauntlet Firewall for Unix and WebShield CSMAP and smap/smapd Buffer Overflow Vulnerability BID www.securityfocus.
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail nvd.nist.gov

< ]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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