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Summary

CVE CVE-2001-1471

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2001-07-31 04:00:00 UTC

Updated 2017-07-11 01:29:00 UTC

Description prefs.php in phpBB 1.4.0 and earlier allows remote authenticated users to execute arbitrary PHP code via an invalid language value, which prevents the variables (1) $l_statsblock in prefs.php or (2) $l_privnotify in auth.php from being properly initialized, which can be modified by the user and later used in an eval statement.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Phpbb Group Phpbb 1.0.0 All All All

Application Phpbb Group Phpbb 1.2.0 All All All

Application Phpbb Group Phpbb 1.2.1 All All All

Application Phpbb Group Phpbb 1.4.0 All All All

Application Phpbb Group Phpbb 1.0.0 All All All

Application Phpbb Group Phpbb 1.2.0 All All All

Application Phpbb Group Phpbb 1.2.1 All All All

Application Phpbb Group Phpbb 1.4.0 All All All

References

Reference

Neohapsis Archives - Bugtraq - Easily and Remotely Pipe a Covert Shell on phpBB version 1.4.0 and below - From kill-9@modernhackers.com

CERT/CC Vulnerability Note VU#920931

IBM X-Force Exchange

phpBB Page Header Remote Arbitrary Command Execution Vulnerability

SecurityFocus Bugtraq: Re: phpBB 1.4.0 bug leads to easy admin
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NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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