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Summary

CVE CVE-2001-1550

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2001-12-31 05:00:00 UTC

Updated 2017-07-11 01:29:00 UTC

Description CentraOne 5.2 and Centra ASP with basic authentication enabled creates world-writable base64 encoded log files, which allows local users to obtain cleartext passwords from decoded log files and impersonate users.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Centra Asp All All All All

Application Centra Asp All All All All

Application Centra Centraone 5.2 All All All

Application Centra Centraone 5.2 All All All

Application Centra Smart Connect cen5.2-03 All All All

Application Centra Smart Connect cen5.2-03 All All All

References

Reference

Centra CentraOne Encoded Credentials Log File Vulnerability

Neohapsis Archives - VulnWatch - [VulnWatch] Dangerous information in CentraOne Log files, possible user impersonation - From zedfly@hushmail.com

IBM X-Force Exchange

Neohapsis Archives - NTBugtraq - Dangerous information in CentraOne log files - VENDOR RESPONSE - From JClark@CENTRA.COM

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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