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CVE-2001-1559

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVLACUAUNCNINAP Certain versions of Openbsd from Openbsd contain the following
’ vulnerability:

The uipc system calls (uipc_syscalls.c) in OpenBSD 2.9 and 3.0
provide user mode return instead of versus rval kernel mode values to
the fdrelease function, which allows local users to cause a denial of
service and trigger a null dereference.

CVE-2001-1559 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: f2ii=Low

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link
E (7) BUGTRAQ 20011202 OpenBSD local
DoS
Code that crashes kernel at will + proposed patch | Exploit | £2 MLIST [OpenBSD] 20011202 Code that
crashes kernel at will + proposed patch
ISS X-Force Database: openbsd-retval-null-dos (7690): (2 XF openbsd-retval-null-dos(7690)
OpenBSD retval NULL denial of service

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
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https://cve.report/
https://cve.report/CVE-2001-1559/mitre
https://cve.report/CVE-2001-1559/nist
https://cve.report/CVE-2001-1559/cve_org
https://cve.report/CVE-2001-1559.pdf
http://cve.report/software/openbsd/openbsd
http://cve.report/vendor/openbsd
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://archives.neohapsis.com/archives/bugtraq/2001-12/0014.html
https://cve.report/CVE-2001-1559/40f041a9
https://web.archive.org/web/2001/http://www.iss.net/security_center/static/7690.php
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CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Openbsd Openbsd 2.9 All All All
System
Operating Openbsd Openbsd 3.0 All All All
System
Operating Openbsd Openbsd 2.9 All All All
System
Operating Openbsd Openbsd 3.0 All All All
System
cpe:2.3:0:0penbsd:openbsd:2.9:*:* " *
cpe:2.3:0:0penbsd:openbsd:3.0:*: %"
cpe:2.3:0:0penbsd:openbsd:2.9:*:* " *
cpe:2.3:0:0penbsd:openbsd:3.0:*: %"
No vendor comments have been submitted for this CVE
« Previous ID Next ID—
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