
CVE-2002-0002
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2002-0002

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-01-31 05:00:00 UTC

Updated 2017-10-10 01:30:00 UTC

Description Format string vulnerability in stunnel before 3.22 when used in client mode for (1) smtp, (2) pop, or (3) nntp allows remote malicious servers to execute arbitrary code.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Engardelinux Secure Linux 1.0.1 All All All

Operating System Engardelinux Secure Linux 1.0.1 All All All

Operating System Mandrakesoft Mandrake Linux 8.1 All All All

Operating System Mandrakesoft Mandrake Linux 8.1 All All All

Operating System Redhat Linux 7.2 All All All

Operating System Redhat Linux 7.2 All All All

Application Stunnel Stunnel 3.10 All All All

Application Stunnel Stunnel 3.11 All All All

Application Stunnel Stunnel 3.12 All All All

Application Stunnel Stunnel 3.13 All All All

Application Stunnel Stunnel 3.14 All All All

Application Stunnel Stunnel 3.15 All All All

Application Stunnel Stunnel 3.16 All All All

Application Stunnel Stunnel 3.17 All All All

Application Stunnel Stunnel 3.18 All All All

Application Stunnel Stunnel 3.19 All All All

Application Stunnel Stunnel 3.20 All All All
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Application Stunnel Stunnel 3.20 All All All

Application Stunnel Stunnel 3.21 All All All

Application Stunnel Stunnel 3.21a All All All

Application Stunnel Stunnel 3.21b All All All

Application Stunnel Stunnel 3.21c All All All

Application Stunnel Stunnel 3.22 All All All

Application Stunnel Stunnel 3.24 All All All

Application Stunnel Stunnel 3.3 All All All

Application Stunnel Stunnel 3.4a All All All

Application Stunnel Stunnel 3.7 All All All

Application Stunnel Stunnel 3.8 All All All

Application Stunnel Stunnel 3.9 All All All

Application Stunnel Stunnel 3.10 All All All

Application Stunnel Stunnel 3.11 All All All

Application Stunnel Stunnel 3.12 All All All

Application Stunnel Stunnel 3.13 All All All

Application Stunnel Stunnel 3.14 All All All

Application Stunnel Stunnel 3.15 All All All

Application Stunnel Stunnel 3.16 All All All

Application Stunnel Stunnel 3.17 All All All

Application Stunnel Stunnel 3.18 All All All

Application Stunnel Stunnel 3.19 All All All

Application Stunnel Stunnel 3.20 All All All

Application Stunnel Stunnel 3.21 All All All

Application Stunnel Stunnel 3.21a All All All

Application Stunnel Stunnel 3.21b All All All

Application Stunnel Stunnel 3.21c All All All

Application Stunnel Stunnel 3.22 All All All

Application Stunnel Stunnel 3.24 All All All

Application Stunnel Stunnel 3.3 All All All

Application Stunnel Stunnel 3.4a All All All

Application Stunnel Stunnel 3.7 All All All

Application Stunnel Stunnel 3.8 All All All

Application Stunnel Stunnel 3.9 All All All
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Reference Source Link Tags

STunnel Client Negotiation Protocol Format String Vulnerability BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

SecurityFocus HOME Mailing List: BugTraq BUGTRAQ online.securityfocus.com

MDKSA-2002:004 MANDRAKE www.linux-mandrake.com

'Re: stunnel client security patch' - MARC MISC marc.info

News CONFIRM stunnel.mirt.net Vendor Advisory

redhat.com | Red Hat Support REDHAT www.redhat.com Patch, Vendor Advisory

SecurityFocus HOME Mailing List: BugTraq BUGTRAQ online.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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