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CVE CVE-2002-0010
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-01-31 05:00:00 UTC
Updated 2008-09-10 19:11:00 UTC
Description Bugzilla before 2.14.1 allows remote attackers to inject arbitrary SQL code and create files or gain privileges via (1) the sql
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Bugzilla All All All All
Reference

109679 — [security] fieldx-x-x values not validated

Redirecting...

20020106 Inproper input validation in Bugzilla <=2.14 - exploit

BugZilla BugList.CGl SQL Query Manipulation Vulnerability

ISS X-Force Database: bugzilla-buglist-modify-sqgl (7807): Bugzilla buglist.cgi could allow the modification of SQL queries
109690 — [security] longlist.cgi doesn't check that $bug is valid

BugZilla BugList.CGI HTML Form SQL Query Manipulation Vulnerability

ISS X-Force Database: bugzilla-buglist-sql-logic (7813): Bugzilla buglist.cgi could allow an attacker to manipulate the logic of SQL queries usir

BugZilla LongList.CGl SQL Query Manipulation Vulnerability
108822 — [security] Any user can change their groupset!
ISS X-Force Database: bugzilla-longlist-modify-sql (7811): Bugzilla long_list.cgi could allow the modification of SQL queries

redhat.com | Red Hat Support
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ISS X-Force Database: bugzilla-editusers-change-groupset (7814): Bugzilla editusers.cgi could allow an attacker to change their groupset
ISS X-Force Database: bugzilla-userprefs-change-groupset (7809): Bugzilla userprefs.cgi could allow an attacker to change their groupset
Neohapsis Archives - Bugtraq - Security Advisory for Bugzilla v2.15 (cvs20020103) and older - From bugdude1@syndicomm.com
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108821 — [security] users with blessgroupset!= 0 can change any groupset

BugZilla UserPrefs.CGI Groupset Form Element Manipulation Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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