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Summary

CVE CVE-2002-0013

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-02-13 05:00:00 UTC

Updated 2018-10-12 21:30:00 UTC

Description Vulnerabilities in the SNMPv1 request handling of a large number of SNMP implementations allow remote attackers to cause a denial of service or gain privileges via (1) GetRequest, (2) GetNextRequest, and (3) SetRequest messages, as demonstrated by the PROTOS c06-SNMPv1 test suite. 

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Snmp Snmp All All All All

Application Snmp Snmp All All All All

References

Reference Source Link

redhat.com | Red Hat Support REDHAT www.redhat.com

Repository / Oval Repository OVAL oval.cisecurity.org

#57404: Security Vulnerability Issues With Solstice X.25 snmpx25d daemon java.lang.NullPointerException SUNALERT sunsolve.sun.com

2002 CERT Advisories CERT www.cert.org

www.ee.oulu.fi/research/ouspg/protos/testing/c06/snmpv1/index.html MISC www.ee.oulu.fi

Microsoft Security Bulletin MS02-006 - Moderate | Microsoft Docs MS docs.microsoft.com

20020201-01-A SGI patches.sgi.com

ISS: Security Center: X-Force Alerts and Advisories ISS www.iss.net

Repository / Oval Repository OVAL oval.cisecurity.org

CERT/CC Vulnerability Note VU#854306 CERT-VN www.kb.cert.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

https://cve.report/
https://cve.report/CVE-2002-0013/mitre
https://cve.report/CVE-2002-0013/nist
https://cve.report/CVE-2002-0013/cve_org
https://cve.report/api/cve/CVE-2002-0013.json
https://cve.report/CVE-2002-0013.pdf
http://cve.report/vendor/snmp
http://cve.report/software/snmp/snmp
http://cve.report/vendor/snmp
http://cve.report/software/snmp/snmp
http://www.redhat.com/support/errata/RHSA-2001-163.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A87
http://sunsolve.sun.com/search/document.do?assetkey=1-26-57404-1
http://www.cert.org/advisories/CA-2002-03.html
http://www.ee.oulu.fi/research/ouspg/protos/testing/c06/snmpv1/index.html
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2002/ms02-006
ftp://patches.sgi.com/support/free/security/advisories/20020201-01-A
http://www.iss.net/security_center/alerts/advise110.php
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A298
http://www.kb.cert.org/vuls/id/854306
https://www.cve.org/CVERecord?id=CVE-2002-0013
https://nvd.nist.gov/vuln/detail/CVE-2002-0013


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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