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The decompression algorithm in zlib 1.1.3 and earlier, as used in many different utilities and packages, causes inflateEnd tc
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Risk And Classification

Problem Types: CWE-415

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Gnu Zlib 1.0 All All All
Gnu Zlib 1.0.1 All All All
Gnu Zlib 1.0.2 All All All
Gnu Zlib 1.0.3 All All All
Gnu Zlib 1.0.4 All All All
Gnu Zlib 1.0.5 All All All
Gnu Zlib 1.0.6 All All All
Gnu Zlib 1.0.7 All All All
Gnu Zlib 1.0.8 All All All
Gnu Zlib 1.0.9 All All All
Gnu Zlib 1.1 All All All
Gnu Zlib 1.1.1 All All All
Gnu Zlib 1.1.2 All All All
Gnu Zlib 1.1.3 All All All
Gnu Zlib 1.0 All All All
Gnu Zlib 1.0.1 All All All
Gnu Zlib 1.0.2 All All All
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Application Gnu Zlib 1.0.3 All All All
Application Gnu Zlib 1.0.4 All All All
Application Gnu Zlib 1.0.5 All All All
Application Gnu Zlib 1.0.6 All All All
Application Gnu Zlib 1.0.7 All All All
Application Gnu Zlib 1.0.8 All All All
Application Gnu Zlib 1.0.9 All All All
Application Gnu Zlib 1.1 All All All
Application Gnu Zlib 1.1.1 All All All
Application Gnu Zlib 1.1.2 All All All
Application Gnu Zlib 1.1.3 All All All
Application Zlib Zlib 1.0 All All All
Application Zlib Zlib 1.0.1 All All All
Application Zlib Zlib 1.0.2 All All All
Application Zlib Zlib 1.0.3 All All All
Application Zlib Zlib 1.0.4 All All All
Application Zlib Zlib 1.0.5 All All All
Application Zlib Zlib 1.0.6 All All All
Application Zlib Zlib 1.0.7 All All All
Application Zlib Zlib 1.0.8 All All All
Application Zlib Zlib 1.0.9 All All All
Application Zlib Zlib 1.1 All All All
Application Zlib Zlib 1.1 All All All
Application Zlib Zlib 1.1.2 All All All
Application Zlib Zlib 1.1.3 All All All
Application Zlib Zlib All All All All
Reference Source Link Tags
HPSBTL0204-037 HP www1.itrc.hp.com

Advisories - Mandriva Linux MANDRAKE  frontal2.mandriva.com

CERT Advisory CA-2002-07 Double Free Bug in zlib Compression Library CERT www.cert.org US Governmer
MDKSA-2002:023 MANDRAKE  www.linux-mandrake.com Patch, Vendor .
CERT/CC Vulnerability Note VU#368819 CERT-VN www.kb.cert.org US Governmer
MDKSA-2002:024 MANDRAKE  www.linux-mandrake.com
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ZLib Compression Library Heap Corruption Vulnerability
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

20389 IBM DB2 Multiple Vulnerabilities (7087162)
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