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Summary

CVE CVE-2002-0070

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-03-15 05:00:00 UTC

Updated 2018-10-12 21:31:00 UTC

Description Buffer overflow in Windows Shell (used as the Windows Desktop) allows local and possibly remote attackers to execute arbitrary code via a custom URL handler that has not been removed for an application that has been improperly uninstalled.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows 2000 All All All All

Operating System Microsoft Windows 2000 All All All All

Operating System Microsoft Windows 98 All gold All All

Operating System Microsoft Windows 98 All gold All All

Operating System Microsoft Windows 98se All All All All

Operating System Microsoft Windows 98se All All All All

Operating System Microsoft Windows Nt 4.0 All All All

Operating System Microsoft Windows Nt 4.0 All terminal_server All

Operating System Microsoft Windows Nt 4.0 All All All

Operating System Microsoft Windows Nt 4.0 All terminal_server All

References

Reference

20020311 ADVISORY: Windows Shell Overflow

ISS X-Force Database: win-shell-bo (8384): Microsoft Windows Shell buffer overflow can occur when an application has been improperly removed

Microsoft Windows User Shell Buffer Overflow Vulnerability

'ADVISORY: Windows Shell Overflow' - MARC
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Repository / Oval Repository

Repository / Oval Repository

Microsoft Security Bulletin MS02-014 - Moderate | Microsoft Docs

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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