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Summary

CVE CVE-2002-0082

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-03-15 05:00:00 UTC

Updated 2016-10-18 02:16:00 UTC

Description The dbm and shm session cache code in mod_ssl before 2.8.7-1.3.23, and Apache-SSL before 1.3.22+1.46, does not properly initialize memory using the i2d_SSL_SESSION function, which allows remote attackers to use a buffer overflow to execute arbitrary code via a large client certificate that is signed by a trusted Certificate Authority (CA), which produces a large serialized session.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache-ssl Apache-ssl 1.40 All All All

Application Apache-ssl Apache-ssl 1.41 All All All

Application Apache-ssl Apache-ssl 1.42 All All All

Application Apache-ssl Apache-ssl 1.44 All All All

Application Apache-ssl Apache-ssl 1.45 All All All

Application Apache-ssl Apache-ssl 1.46 All All All

Application Apache-ssl Apache-ssl 1.40 All All All

Application Apache-ssl Apache-ssl 1.41 All All All

Application Apache-ssl Apache-ssl 1.42 All All All

Application Apache-ssl Apache-ssl 1.44 All All All

Application Apache-ssl Apache-ssl 1.45 All All All

Application Apache-ssl Apache-ssl 1.46 All All All

Application Mod Ssl Mod Ssl 2.7.1 All All All

Application Mod Ssl Mod Ssl 2.8 All All All

Application Mod Ssl Mod Ssl 2.8.1 All All All

Application Mod Ssl Mod Ssl 2.8.2 All All All

Application Mod Ssl Mod Ssl 2.8.3 All All All
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Application Mod Ssl Mod Ssl 2.8.3 All All All

Application Mod Ssl Mod Ssl 2.8.4 All All All

Application Mod Ssl Mod Ssl 2.8.5 All All All

Application Mod Ssl Mod Ssl 2.8.6 All All All

Application Mod Ssl Mod Ssl 2.7.1 All All All

Application Mod Ssl Mod Ssl 2.8 All All All

Application Mod Ssl Mod Ssl 2.8.1 All All All

Application Mod Ssl Mod Ssl 2.8.2 All All All

Application Mod Ssl Mod Ssl 2.8.3 All All All

Application Mod Ssl Mod Ssl 2.8.4 All All All

Application Mod Ssl Mod Ssl 2.8.5 All All All

Application Mod Ssl Mod Ssl 2.8.6 All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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