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Zope 2.2.0 through 2.5.1 does not properly verify the access for objects with proxy roles, which could allow some users to ¢

| 1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Zope Zope 2.2.0 All All All
Zope Zope 2.2.1 All All All
Zope Zope 222 All All All
Zope Zope 2.2.3 All All All
Zope Zope 224 All All All
Zope Zope 225 All All All
Zope Zope 2.3.0 All All All
Zope Zope 2.3.1 All All All
Zope Zope 2.3.2 All All All
Zope Zope 2.3.3 All All All
Zope Zope 2.4.0 All All All
Zope Zope 241 All All All
Zope Zope 2.4.2 All All All
Zope Zope 243 All All All
Zope Zope 2.4.4b1 All All All
Zope Zope 2.5.0 All All All
Zope Zope 2.5.1b1 All All All
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Application Zope Zope 2.2.0 All All All
Application Zope Zope 2.2.1 All All All
Application Zope Zope 222 All All All
Application Zope Zope 223 All All All
Application Zope Zope 224 All All All
Application Zope Zope 225 All All All
Application Zope Zope 2.3.0 All All All
Application Zope Zope 2.31 All All All
Application Zope Zope 2.3.2 All All All
Application Zope Zope 233 All All All
Application Zope Zope 2.4.0 All All All
Application Zope Zope 2441 All All All
Application Zope Zope 2.4.2 All All All
Application Zope Zope 243 All All All
Application Zope Zope 2.4.4b1 All All All
Application Zope Zope 2.5.0 All All All
Application Zope Zope 2.5.1b1 All All All
Reference

5350

All Zope Hotfixes

redhat.com | Red Hat Support

Zope Proxy Role Elevated Object Access Vulnerability

'[matt@zope.com: [Zope-Annce] Zope Hotfix 2002-03-01 (Ownership Roles Enforcement)]' - MARC

ISS X-Force Database: zope-proxy-role-privileges (8334): Zope object created with proxy roles allows an attacker to gain elevated privileges
CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

997250 Python (Pip) Security Update for zope (GHSA-c3rp-4cjh-cp38)
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