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Sudo before 1.6.6 contains an off-by-one error that can result in a heap-based buffer overflow that may allow local users to
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Sudo Password Prompt Heap Overflow Vulnerability

redhat.com | Red Hat Support

'Sudo version 1.6.6 now available (fwd)' - MARC

Debian -- Security Information -- DSA-128-1 sudo

MDKSA-2002:028

Home - Conectiva

CERT/CC Vulnerability Note VU#820083

'[slackware-security] sudo upgrade fixes a potential vulnerability' - MARC
LinuxSecurity.com: EnGarde: sudo heap corruption vulnerability
Security Announcement
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20020425 |Global Intersec 2002041 /01] Sudo Password Prompt

'"TSLSA-2002-0046 - sudo' - MARC

ISS X-Force Database: sudo-password-expansion-overflow (8936): Sudo -p (password) prompt escape character expansion heap overflow
CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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