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Summary

CVE CVE-2002-0209

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-05-16 04:00:00 UTC

Updated 2008-09-11 00:00:00 UTC

Description Nortel Alteon ACEdirector WebOS 9.0, with the Server Load Balancing (SLB) and Cookie-Based Persistence features enabled, allows remote attackers to determine the real IP address of a web server with a half-closed session, which causes ACEdirector to send packets from the server without changing the address to the virtual IP address.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Nortel Alteon Acedirector 9.0 All All All

Hardware Nortel Alteon Acedirector 9.0 All All All

References

Reference Source

SecurityFocus BUGTRAQ

ISS X-Force Database: acedirector-http-reveal-ip (8010): Alteon ACEdirector reveals real IP address with HTTP connection half-closed XF

Alteon AceDirector Half-Closed HTTP Request IP Address Revealing Vulnerabililty BID

SecurityFocus HOME Mailing List: BugTraq BUGTRAQ

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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