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Summary

CVE CVE-2002-0350

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-06-25 04:00:00 UTC

Updated 2016-10-18 02:19:00 UTC

Description HP Procurve Switch 4000M running firmware C.08.22 and C.09.09 allows remote attackers to cause a denial of service via a port scan of the management IP address, which disables the telnet service.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hp Procurve Switch 4000m c.08.22 All All All

Hardware Hp Procurve Switch 4000m c.09.09 All All All

Hardware Hp Procurve Switch 4000m c.08.22 All All All

Hardware Hp Procurve Switch 4000m c.09.09 All All All

References

Reference Source Link

HP ProCurve Switch Denial of Service Vulnerability BID www.securityfocus.com

ISS X-Force Database: hp-procurve-portscan-dos (8329): HP Procurve port scan telnet denial of service XF www.iss.net

'DoS on HP ProCurve 4000M switch (possibly others)' - MARC BUGTRAQ marc.info

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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