
CVE-2002-0363
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2002-0363

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-05-29 04:00:00 UTC

Updated 2008-09-05 20:27:00 UTC

Description ghostscript before 6.53 allows attackers to execute arbitrary commands by using .locksafe or .setsafe to reset the current pagedevice.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Aladdin Enterprises Ghostscript All All All All

References

Reference

redhat.com | Red Hat Support

[Gs-code-review] Re: [ ghostscript-Bugs-516379 ] .setsafe disables ViewerPreProcess

redhat.com | Red Hat Support

[Gs-code-review] Security patches for GPL branch

504 Gateway Time-out

ISS X-Force Database: ghostscript-postscript-command-execution (9254): Ghostscript untrusted PostScript .locksafe and .setsafe could allow execution of arbitrary commands

redhat.com | Red Hat Support

CSSA-2002-026.0

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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