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Summary

CVE CVE-2002-0364

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-07-03 04:00:00 UTC

Updated 2018-10-30 16:25:00 UTC

Description Buffer overflow in the chunked encoding transfer mechanism in IIS 4.0 and 5.0 allows attackers to execute arbitrary code via the processing of HTR request sessions, aka "Heap Overrun in HTR Chunked Encoding Could Enable Web Server Compromise."

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Internet Information Server 4.0 All All All

Application Microsoft Internet Information Server 4.0 All All All

Application Microsoft Internet Information Services 5.0 All All All

Application Microsoft Internet Information Services 5.0 All All All

References

Reference Source

Repository / Oval Repository OVAL

SecurityFocus HOME Mailing List: BugTraq BUGTRAQ

CERT/CC Vulnerability Note VU#313819 CERT-VN

Repository / Oval Repository OVAL

Microsoft IIS HTR Chunked Encoding Transfer Heap Overflow Vulnerability BID

ISS X-Force Database: iis-htr-chunked-encoding-bo (9327): Microsoft IIS ISAPI HTR chunked encoding heap buffer overflow XF

20020612 ADVISORY: Windows 2000 and NT4 IIS .HTR Remote Buffer Overflow [AD20020612] BUGTRAQ

20020612 ADVISORY: Windows 2000 and NT4 IIS .HTR Remote Buffer Overflow NTBUGTRAQ

20020612 ADVISORY: Windows 2000 and NT4 IIS .HTR Remote Buffer Overflow [AD20020612] VULNWATCH

Microsoft Security Bulletin MS02-028 - Critical | Microsoft Docs MS
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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