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Summary

CVE CVE-2002-0379

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-06-25 04:00:00 UTC

Updated 2017-10-10 01:30:00 UTC

Description Buffer overflow in University of Washington imap server (uw-imapd) imap-2001 (imapd 2001.315) and imap-2001a (imapd 2001.315) with legacy RFC 1730 support, and imapd 2000.287 and earlier, allows remote authenticated users to execute arbitrary code via a long BODY request.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application University Of Washington Uw-imap 2000.283 All All All

Application University Of Washington Uw-imap 2000.284 All All All

Application University Of Washington Uw-imap 2000.287 All All All

Application University Of Washington Uw-imap 2000.315 All All All

Application University Of Washington Uw-imap 2000.283 All All All

Application University Of Washington Uw-imap 2000.284 All All All

Application University Of Washington Uw-imap 2000.287 All All All

Application University Of Washington Uw-imap 2000.315 All All All

References

Reference Source

CSSA-2002-021.0 CALDERA

CERT/CC Vulnerability Note VU#961489 CERT-VN

'wu-imap buffer overflow condition' - MARC BUGTRAQ

LinuxSecurity.com: EnGarde: Remote buffer overflow in imap daemon ENGARDE

redhat.com | Red Hat Support REDHAT

ISS X-Force Database: wuimapd-partial-mailbox-bo (9055): UW IMAP (wu-imapd) partial mailbox attributes to request buffer overflow XF
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UW IMAP software-- CONFIRM

IBM X-Force Exchange XF

SecurityFocus HOME Advisories: Security vulnerability in imap HP

CLA-2002:487 CONECTIVA

MDKSA-2002:034 MANDRAKE

Wu-imapd Partial Mailbox Attribute Remote Buffer Overflow Vulnerability BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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