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Summary

CVE CVE-2002-0382

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-06-25 04:00:00 UTC

Updated 2016-10-18 02:19:00 UTC

Description XChat IRC client allows remote attackers to execute arbitrary commands via a /dns command on a host whose DNS reverse lookup contains shell metacharacters.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Xchat Xchat All All All All

References

Reference Source

ISS X-Force Database: xchat-dns-execute-commands (8704): X-Chat /dns query allows remote attacker to execute arbitrary commands XF

redhat.com | Red Hat Support REDHAT

MDKSA-2002:051 MANDRAKE

Home - Conectiva CONECTIVA

'Xchat /dns command execution vulnerability' - MARC BUGTRAQ

redhat.com | Red Hat Support REDHAT

XChat DNS Command Character Stripping EXECL Vulnerability BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://marc.info/?l=bugtraq&m=101725430425490&w=2
http://www.redhat.com/support/errata/RHSA-2002-097.html
http://www.securityfocus.com/bid/4376
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https://nvd.nist.gov/vuln/detail/CVE-2002-0382
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