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Summary

CVE CVE-2002-0391

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-08-12 04:00:00 UTC

Updated 2018-10-30 16:26:00 UTC

Description Integer overflow in xdr_array function in RPC servers for operating systems that use libc, glibc, or other code based on SunRPC including dietlibc, allows remote attackers to execute arbitrary code by passing a large number of arguments to xdr_array through RPC services such as rpc.cmsd and dmispd.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Freebsd Freebsd All release_p5 All All

Operating System Openbsd Openbsd 3.1 All All All

Operating System Openbsd Openbsd 3.1 All All All

Operating System Sun Solaris 2.6 All All All

Operating System Sun Solaris 9.0 All sparc All

Operating System Sun Solaris 2.6 All All All

Operating System Sun Solaris 9.0 All sparc All

Operating System Sun Sunos 5.5.1 All All All

Operating System Sun Sunos 5.7 All All All

Operating System Sun Sunos 5.8 All All All

Operating System Sun Sunos 5.5.1 All All All

Operating System Sun Sunos 5.7 All All All

Operating System Sun Sunos 5.8 All All All
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'FreeBSD Security Advisory FreeBSD-SA-02:34.rpc [REVISED]' - MARC

NetBSD-SA2002-011

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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