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Summary

CVE CVE-2002-0392

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-07-03 04:00:00 UTC

Updated 2023-11-07 01:55:00 UTC

Description Apache 1.3 through 1.3.24, and Apache 2.0 through 2.0.36, allows remote attackers to cause a denial of service and possibly execute arbitrary code via a chunk-encoded HTTP request that causes Apache to use an incorrect size.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server 1.0 All All All

Application Apache Http Server 1.0.2 All All All

Application Apache Http Server 1.0.3 All All All

Application Apache Http Server 1.0.5 All All All

Application Apache Http Server 1.1 All All All

Application Apache Http Server 1.1.1 All All All

Application Apache Http Server 1.2 All All All

Application Apache Http Server 1.2.5 All All All

Application Apache Http Server 1.3 All All All

Application Apache Http Server 1.3.1 All All All

Application Apache Http Server 1.3.11 All All All

Application Apache Http Server 1.3.11 All win32 All

Application Apache Http Server 1.3.12 All All All

Application Apache Http Server 1.3.12 All win32 All

Application Apache Http Server 1.3.13 All win32 All

Application Apache Http Server 1.3.14 All All All

Application Apache Http Server 1.3.14 All mac_os All
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Application Apache Http Server 1.3.14 All mac_os All

Application Apache Http Server 1.3.14 All win32 All

Application Apache Http Server 1.3.15 All win32 All

Application Apache Http Server 1.3.16 All win32 All

Application Apache Http Server 1.3.17 All All All

Application Apache Http Server 1.3.17 All win32 All

Application Apache Http Server 1.3.18 All All All

Application Apache Http Server 1.3.18 All win32 All

Application Apache Http Server 1.3.19 All All All

Application Apache Http Server 1.3.19 All win32 All

Application Apache Http Server 1.3.20 All All All

Application Apache Http Server 1.3.20 All win32 All

Application Apache Http Server 1.3.22 All All All

Application Apache Http Server 1.3.22 All win32 All

Application Apache Http Server 1.3.23 All All All

Application Apache Http Server 1.3.23 All win32 All

Application Apache Http Server 1.3.24 All All All

Application Apache Http Server 1.3.24 All win32 All

Application Apache Http Server 1.3.3 All All All

Application Apache Http Server 1.3.4 All All All

Application Apache Http Server 1.3.9 All All All

Application Apache Http Server 2.0 All All All

Application Apache Http Server 2.0.28 All All All

Application Apache Http Server 2.0.32 All All All

Application Apache Http Server 2.0.35 All All All

Application Apache Http Server 2.0.36 All All All

Application Apache Http Server 1.0 All All All

Application Apache Http Server 1.0.2 All All All

Application Apache Http Server 1.0.3 All All All

Application Apache Http Server 1.0.5 All All All

Application Apache Http Server 1.1 All All All

Application Apache Http Server 1.1.1 All All All

Application Apache Http Server 1.2 All All All

Application Apache Http Server 1.2.5 All All All

Application Apache Http Server 1.3 All All All

Application Apache Http Server 1.3.1 All All All
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Application Apache Http Server 1.3.11 All All All

Application Apache Http Server 1.3.11 All win32 All

Application Apache Http Server 1.3.12 All All All

Application Apache Http Server 1.3.12 All win32 All

Application Apache Http Server 1.3.13 All win32 All

Application Apache Http Server 1.3.14 All All All

Application Apache Http Server 1.3.14 All mac_os All

Application Apache Http Server 1.3.14 All win32 All

Application Apache Http Server 1.3.15 All win32 All

Application Apache Http Server 1.3.16 All win32 All

Application Apache Http Server 1.3.17 All All All

Application Apache Http Server 1.3.17 All win32 All

Application Apache Http Server 1.3.18 All All All

Application Apache Http Server 1.3.18 All win32 All

Application Apache Http Server 1.3.19 All All All

Application Apache Http Server 1.3.19 All win32 All

Application Apache Http Server 1.3.20 All All All

Application Apache Http Server 1.3.20 All win32 All

Application Apache Http Server 1.3.22 All All All

Application Apache Http Server 1.3.22 All win32 All

Application Apache Http Server 1.3.23 All All All

Application Apache Http Server 1.3.23 All win32 All

Application Apache Http Server 1.3.24 All All All

Application Apache Http Server 1.3.24 All win32 All

Application Apache Http Server 1.3.3 All All All

Application Apache Http Server 1.3.4 All All All

Application Apache Http Server 1.3.9 All All All

Application Apache Http Server 2.0 All All All

Application Apache Http Server 2.0.28 All All All

Application Apache Http Server 2.0.32 All All All

Application Apache Http Server 2.0.35 All All All

Application Apache Http Server 2.0.36 All All All

Application Apache Http Server All All All All

Application Apache Http Server All All All All

Operating System Debian Debian Linux 2.2 All All All
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ISS X-Force Database: apache-chunked-encoding-bo (9249): Apache HTTP Server chunked encoding heap buffer overflow XF

Félicitations ! Votre domaine a bien été créé chez OVH ! FRSIRT
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CLSA-2002:498 CONECTIVA
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CERT/CC Vulnerability Note VU#944335 CERT-VN
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Organization Published Contributor Statement

Apache 2008-07-02 Mark J Cox Fixed in Apache HTTP Server 2.0.37 and 1.3.26: http://httpd.apache.org/security/vulnerabilities_20.html http://httpd.apache.org/security/vulnerabilities_13.html

There are currently no legacy QID mappings associated with this CVE.
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