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Summary

CVE CVE-2002-0399

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-10-10 04:00:00 UTC

Updated 2018-10-19 15:29:00 UTC

Description Directory traversal vulnerability in GNU tar 1.13.19 through 1.13.25, and possibly later versions, allows attackers to overwrite arbitrary files during archive extraction via a (1) "/.." or (2) "./.." string, which removes the leading slash but leaves the "..", a variant of CVE-2001-1267.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnu Tar 1.13.25 All All All

Application Gnu Tar 1.13.25 All All All

References

Reference Source

Mandriva Security Advisories MANDRAKE

SUSE Update for Multiple Packages - Advisories - Secunia SECUNIA

redhat.com | Red Hat Support REDHAT

Security Announcement SUSE

LinuxSecurity.com: EnGarde: 'tar' directory traversal vulnerability ENGARDE

1000928 SUNALERT

GNU Tar Hostile Destination Path Variant Vulnerability BID

Home - Conectiva CONECTIVA

rPath update for star - Advisories - Secunia SECUNIA

Security Announcement SUSE

ISS X-Force Database: archive-extraction-directory-traversal (10224): Multiple vendor file archivers file extraction directory traversal XF

SecurityFocus BUGTRAQ

https://cve.report/
https://cve.report/CVE-2002-0399/mitre
https://cve.report/CVE-2002-0399/nist
https://cve.report/CVE-2002-0399/cve_org
https://cve.report/api/cve/CVE-2002-0399.json
https://cve.report/CVE-2002-0399.pdf
http://cve.report/vendor/gnu
http://cve.report/software/gnu/tar
http://cve.report/vendor/gnu
http://cve.report/software/gnu/tar
http://www.mandriva.com/security/advisories?name=MDKSA-2002:066
http://secunia.com/advisories/26987
http://www.redhat.com/support/errata/RHSA-2002-096.html
http://www.novell.com/linux/security/advisories/2007_19_sr.html
http://www.linuxsecurity.com/advisories/other_advisory-2400.html
http://sunsolve.sun.com/search/document.do?assetkey=1-77-1000928.1-1
http://www.securityfocus.com/bid/5834
http://distro.conectiva.com.br/atualizacoes/?id=a&anuncio=000538
http://secunia.com/advisories/26673
http://www.novell.com/linux/security/advisories/2006_05_sr.html
http://www.iss.net/security_center/static/10224.php
http://www.securityfocus.com/archive/1/477865/100/0/threaded


'GNU tar (Re: Allot Netenforcer problems, GNU TAR flaw)' - MARC BUGTRAQ

SecurityFocus BUGTRAQ

rPath update for tar - Advisories - Secunia SECUNIA

SUSE Updates for Multiple Packages - Advisories - Secunia SECUNIA

[#RPL-1631] tar, star, CVE-2001-1267 CVE-2002-0399 CVE-2007-4131 - rPath Issue Tracking System CONFIRM

#47800: Sun Linux Vulnerabilities in "unzip" and GNU "tar" During File Extraction java.lang.NullPointerException SUNALERT

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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