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CVE CVE-2002-0403
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-06-18 04:00:00 UTC
Updated 2016-10-18 02:20:00 UTC
Description DNS dissector in Ethereal before 0.9.3 allows remote attackers to cause a denial of service (CPU consumption) via a malfo
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Ethereal Group Ethereal 0.9.1 All All All
Application Ethereal Group Ethereal 0.9.2 All All All
Application Ethereal Group Ethereal 0.9.3 All All All
Application Ethereal Group Ethereal 0.9_.0 All All All
Application Ethereal Group Ethereal 0.9.1 All All All
Application Ethereal Group Ethereal 0.9.2 All All All
Application Ethereal Group Ethereal 0.9.3 All All All
Application Ethereal Group Ethereal 0.9_.0 All All All

Reference Source Link

redhat.com | Red Hat Support REDHAT www.redhat.com
Ethereal: enpa-sa-00004 CONFIRM www.ethereal.com
redhat.com | Red Hat Support REDHAT www.redhat.com
Debian -- Security Information -- DSA-130-1 ethereal DEBIAN www.debian.org
CSSA-2002-037.0 CALDERA ftp.caldera.com
'Potential security issues in Ethereal' - MARC BUGTRAQ marc.info
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http://www.debian.org/security/2002/dsa-130
ftp://ftp.caldera.com/pub/security/OpenLinux/CSSA-2002-037.0.txt
http://marc.info/?l=bugtraq&m=102268626526119&w=2

redhat.com | Red Hat Support REDHAT www.redhat.com

Ethereal DNS Dissector Infinite Loop Denial of Service Vulnerability BID www.securityfocus.com
CLSA-2002:505 CONECTIVA distro.conectiva.com
ISS X-Force Database: ethereal-dns-dissector-dos (9205): Ethereal DNS dissector denial of service  XF www.iss.net

CVE Program record CVE.ORG WWW.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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