
CVE-2002-0419
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2002-0419

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-08-12 04:00:00 UTC

Updated 2020-11-23 19:49:00 UTC

Description Information leaks in IIS 4 through 5.1 allow remote attackers to obtain potentially sensitive information or more easily conduct brute force attacks via responses from the server in which (2) in certain configurations, the server IP address is provided as the realm for Basic authentication, which could reveal real IP addresses that were obscured by NAT, or (3) when NTLM authentication is used, the NetBIOS name of the server and its Windows NT domain are revealed in response to an Authorization request. 

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Internet Information Server 4.0 All All All

Application Microsoft Internet Information Server 4.0 alpha All All

Application Microsoft Internet Information Server 4.0 All All All

Application Microsoft Internet Information Server 4.0 alpha All All

Application Microsoft Internet Information Services 5.0 All All All

Application Microsoft Internet Information Services 5.0 All All All

References

Reference Source

'Considerations for IIS Authentication (#NISR05032002C)' - MARC BUGTRAQ

Microsoft IIS Authentication Method Disclosure Vulnerability BID

ISS X-Force Database: iis-authentication-error-messages (8382): IIS authentication error messages reveal configuration information XF

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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