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CVE CVE-2002-0427

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-08-12 04:00:00 UTC

Updated 2008-09-05 20:27:00 UTC

Description Buffer overflows in fpexec in mod_frontpage before 1.6.1 may allow attackers to gain root privileges.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Christof Pohl Improved Mod Frontpage 1.3.2 All All All

Application Christof Pohl Improved Mod Frontpage 1.4.1 All All All

Application Christof Pohl Improved Mod Frontpage 1.5 All All All

Application Christof Pohl Improved Mod Frontpage 1.5.1 All All All

Application Christof Pohl Improved Mod Frontpage 1.3.2 All All All

Application Christof Pohl Improved Mod Frontpage 1.41 All All All

Application Christof Pohl Improved Mod Frontpage 1.5 All All All

Application Christof Pohl Improved Mod Frontpage 1.5.1 All All All

Reference Source Link
FreeBSD-SA-02:17 FREEBSD ftp.FreeBSL
ISS X-Force Database: apache-modfrontpage-bo (8400): Apache HTTP Server mod_frontpage buffer overflows  XF www.iss.ne
Improved mod_frontpage Buffer Overflow Vulnerability BID www.securi
MDKSA-2002:021 MANDRAKE — www.linux-r
CVE Program record CVE.ORG www.cve.or
NVD vulnerability detail NVD nvd.nist.gov
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http://www.iss.net/security_center/static/8400.php
http://www.securityfocus.com/bid/4251
http://www.linux-mandrake.com/en/security/2002/MDKSA-2002-021.php
https://www.cve.org/CVERecord?id=CVE-2002-0427
https://nvd.nist.gov/vuln/detail/CVE-2002-0427

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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