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Summary

CVE CVE-2002-0452

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-08-12 04:00:00 UTC

Updated 2008-09-05 20:28:00 UTC

Description Foundry Networks ServerIron switches do not decode URIs when applying "url-map" rules, which could make it easier for attackers to cause the switch to forward traffic to a different server than intended and exploit vulnerabilities that would otherwise be inaccessible.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Foundrynet Serveriron 400 All All All

Application Foundrynet Serveriron 5.1.10t12 All All All

Application Foundrynet Serveriron 6.0 All All All

Application Foundrynet Serveriron 7.1.09 All All All

Application Foundrynet Serveriron 800 All All All

Application Foundrynet Serveriron xl All All All

Application Foundrynet Serveriron xl_g All All All

Application Foundrynet Serveriron 400 All All All

Application Foundrynet Serveriron 5.1.10t12 All All All

Application Foundrynet Serveriron 6.0 All All All

Application Foundrynet Serveriron 7.1.09 All All All

Application Foundrynet Serveriron 800 All All All

Application Foundrynet Serveriron xl All All All

Application Foundrynet Serveriron xl_g All All All
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Foundry Networks ServerIron Encoded URI Load Balancing Bypass Weakness

SecurityFocus HOME Mailing List: BugTraq

ISS X-Force Database: foundry-serveriron-reveal-source (8459): Foundry Networks ServerIron Web switches incomplete URL decoding in pattern matching could reveal source code

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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