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Summary

CVE CVE-2002-0490

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-08-12 04:00:00 UTC

Updated 2008-09-05 20:28:00 UTC

Description Instant Web Mail before 0.60 does not properly filter CR/LF sequences, which allows remote attackers to (1) execute arbitrary POP commands via the id parameter in message.php, or (2) modify certain mail message headers via numerous parameters in write.php.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Instant Web Mail Instant Web Mail 0.55 All All All

Application Instant Web Mail Instant Web Mail 0.56 All All All

Application Instant Web Mail Instant Web Mail 0.57 All All All

Application Instant Web Mail Instant Web Mail 0.58 All All All

Application Instant Web Mail Instant Web Mail 0.59 All All All

Application Instant Web Mail Instant Web Mail 0.55 All All All

Application Instant Web Mail Instant Web Mail 0.56 All All All

Application Instant Web Mail Instant Web Mail 0.57 All All All

Application Instant Web Mail Instant Web Mail 0.58 All All All

Application Instant Web Mail Instant Web Mail 0.59 All All All

References
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ISS X-Force Database: instant-webmail-pop-commands (8650): Instant Web Mail could allow the execution of POP3 commands XF
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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