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Summary

CVE CVE-2002-0493

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-08-12 04:00:00 UTC

Updated 2023-11-07 01:55:00 UTC

Description Apache Tomcat may be started without proper security settings if errors are encountered while reading the web.xml file, which could allow attackers to bypass intended restrictions.

Risk And Classification

Problem Types: CWE-254

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Tomcat All All All All

References

Reference

're: Tomcat Security Exposure' - MARC

www.apachelabs.org/tomcat-dev/200108.mbox/%3C20010810000819.6350.qmail@icarus.ap...

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Top Web and Custom Software Development Company - Code24x7

ISS X-Force Database: tomcat-xml-bypass-restrictions (9863): Apache Tomcat web.xml file could allow a remote attacker to bypass restrictions

Pony Mail!

CVE Program record

NVD vulnerability detail

https://cve.report/
https://cve.report/CVE-2002-0493/mitre
https://cve.report/CVE-2002-0493/nist
https://cve.report/CVE-2002-0493/cve_org
https://cve.report/api/cve/CVE-2002-0493.json
https://cve.report/CVE-2002-0493.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://marc.info/?l=bugtraq&m=101709002410365&w=2
http://www.apachelabs.org/tomcat-dev/200108.mbox/%253C20010810000819.6350.qmail@icarus.apache.org%253E
https://lists.apache.org/thread.html/rb71997f506c6cc8b530dd845c084995a9878098846c7b4eacfae8db3%2540%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/c62b0e3a7bf23342352a5810c640a94b6db69957c5c19db507004d74%2540%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/c62b0e3a7bf23342352a5810c640a94b6db69957c5c19db507004d74@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/29dc6c2b625789e70a9c4756b5a327e6547273ff8bde7e0327af48c5@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/rb71997f506c6cc8b530dd845c084995a9878098846c7b4eacfae8db3@%253Cdev.tomcat.apache.org%253E
http://www.apachelabs.org/tomcat-dev/200108.mbox/%253C20010810000819.6350.qmail%2540icarus.apache.org%253E
http://www.iss.net/security_center/static/9863.php
https://lists.apache.org/thread.html/29dc6c2b625789e70a9c4756b5a327e6547273ff8bde7e0327af48c5%2540%253Cdev.tomcat.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2002-0493
https://nvd.nist.gov/vuln/detail/CVE-2002-0493


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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