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An interaction between Microsoft Outlook Web Access (OWA) with RSA SecurlD allows local users to bypass the SecurID :
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Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Hardware

Vendor Product Version Update Edition Language
Microsoft Exchange Server 2000 - All All
Microsoft Exchange Server 2000 spi All All
Microsoft Exchange Server 2000 sp2 All All
Microsoft Exchange Server 5.5 - All All
Microsoft Exchange Server 5.5 spi All All
Microsoft Exchange Server 55 sp2 All All
Microsoft Exchange Server 5.5 sp3 All All
Microsoft Exchange Server 55 sp4 All All
Microsoft Exchange Server 2000 - All All
Microsoft Exchange Server 2000 spi All All
Microsoft Exchange Server 2000 sp2 All All
Microsoft Exchange Server 5.5 - All All
Microsoft Exchange Server 5.5 sp1 All All
Microsoft Exchange Server 5.5 sp2 All All
Microsoft Exchange Server 5.5 sp3 All All
Microsoft Exchange Server 5.5 sp4 All All
Rsa Securid 5.0 All All All
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Hardware Rsa Securid 5.0 All All All
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SecurityFocus

ISS X-Force Database: exchange-owa-securid-bypass (8681): Microsoft Exchange OWA using RSA Security SecurlD authentication bypass
Microsoft Outlook Web Access with RSA SecurlD Authentication Bypass Vulnerability

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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