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Summary

CVE CVE-2002-0538

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-07-03 04:00:00 UTC

Updated 2011-03-08 02:08:00 UTC

Description FTP proxy in Symantec Raptor Firewall 6.5.3 and Enterprise 7.0 rewrites an FTP server's "FTP PORT" responses in a way that allows remote attackers to redirect FTP data connections to arbitrary ports, a variant of the "FTP bounce" vulnerability.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Symantec Enterprise Firewall 6.5.2 All windows_2000_nt All

Application Symantec Enterprise Firewall 7.0 All solaris All

Application Symantec Enterprise Firewall 7.0 All windows_2000_nt All

Application Symantec Enterprise Firewall 6.5.2 All windows_2000_nt All

Application Symantec Enterprise Firewall 7.0 All solaris All

Application Symantec Enterprise Firewall 7.0 All windows_2000_nt All

Hardware Symantec Gateway Security 1.0 All All All

Hardware Symantec Gateway Security 1.0 All All All

Application Symantec Raptor Firewall 6.5 All windows_nt All

Application Symantec Raptor Firewall 6.5.3 All solaris All

Application Symantec Raptor Firewall 6.5 All windows_nt All

Application Symantec Raptor Firewall 6.5.3 All solaris All

Application Symantec Velociraptor 1.x All All All

Application Symantec Velociraptor 1.x All All All
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Symantec Security Center CONFIRM securityresponse.symantec.com

20020417 Re: Raptor Firewall FTP Bounce vulnerability BUGTRAQ archives.neohapsis.com

Symantec Raptor / Enterprise Firewall FTP Bounce Vulnerability BID www.securityfocus.com

ISS X-Force Database: raptor-firewall-ftp-bounce (8847): Raptor Firewall FTP bounce attack XF www.iss.net

20020415 Raptor Firewall FTP Bounce vulnerability BUGTRAQ archives.neohapsis.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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