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Summary

CVE CVE-2002-0540

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-07-03 04:00:00 UTC

Updated 2025-04-03 01:03:51 UTC

Description Nortel CVX 1800 is installed with a default "public" community string, which allows remote attackers to read usernames and passwords and modify the CVX configuration.

Risk And Classification

Primary CVSS: v2.0 7.5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:P/A:P

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:P/I:P/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Nortel Cvx 1800 Multi-service Access Switch 3.6.3 patch24 All All

Hardware Nortel Cvx 1800 Multi-service Access Switch 3.6.3 patch25 All All

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

Partial

Integrity

Partial

Availability

Partial
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Hardware Nortel Cvx 1800 Multi-service Access Switch 3.6.3 patch25 All All

Hardware Nortel Cvx 1800 Multi-service Access Switch 3.6.3 patch5 All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

CERT/CC Vulnerability Note VU#403315

ISS X-Force Database: nortel-default-snmp-string (8848): Nortel CVX-1800 default public SNMP community string

SecurityFocus HOME Mailing List: BugTraq

Nortel CVX 1800 Multi-Service Access Switch Default SNMP Community Vulnerability

Neohapsis Archives - Bugtraq - Re: Nortel CVX 1800s will dump all local user names and passwords via SNMP - From cynthb@nortelnetworks.com

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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