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CVE-2002-0587

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACUAUNCPIPAP Certain versions of Aol Server from Aol contain the following
’ vulnerability:

Buffer overflow in Ns_PdLog function for the external database driver
proxy daemon library (libnspd.a) of AOLServer 3.0 through 3.4.2 allows
remote attackers to cause a denial of service or execute arbitrary code
via the Error or Notice parameters.

CVE-2002-0587 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
[ Patch | () BUGTRAQ 20020416 [CERT-intexxia] AOLServer DB Proxy Daemon Format
String Vulnerability

Page not found - <& CONFIRM sourceforge.net/tracker/index.php?

SourceForge.net func=detail&aid=533141&group_id=3152&atid=303152
<& CONFIRM cvs.sourceforge.net/cgi-

bin/viewcvs.cgi/aolserver/aolserver/nspd/log.c.diff?r1=1.4&r2=1.4.6.1
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are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Aol Aol Server 3.0 All All All
Application Aol Aol Server 3.1 All All All
Application Aol Aol Server 3.2 All All All
Application Aol Aol Server 3.2.1 All All All
Application Aol Aol Server 3.3 All All All
Application Aol Aol Server 3.3.1 All All All
Application Aol Aol Server 3.4 All All All
Application Aol Aol Server 3.4.1 All All All
Application Aol Aol Server 3.4.2 All All All
Application Aol Aol Server 3.0 All All All
Application Aol Aol Server 3.1 All All All
Application Aol Aol Server 3.2 All All All
Application Aol Aol Server 3.2.1 All All All
Application Aol Aol Server 3.3 All All All
Application Aol Aol Server 3.3.1 All All All
Application Aol Aol Server 3.4 All All All
Application Aol Aol Server 3.41 All All All
Application Aol Aol Server 3.4.2 All All All

cpe:2.3:a:aol:aol_server:3.0:*:":"
cpe:2.3:a:aol:aol_server:3.1: %"
cpe:2.3:a:aol:aol_server:3.2:%:" "
cpe:2.3:a:aol:aol_server:3.2.1:: "
cpe:2.3:a:aol:aol_server:3.3:*:" "
cpe:2.3:a:aol:aol_server:3.3.1:: "
cpe:2.3:a:aol:aol_server:3.4:*:*:

cpe:2.3:a:aol:aol_server:3.4. 1 * *
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cpe:2.3:a:aol:aol_server:3.0:*:*:

KLk kKK kK,

cpe:2.3:a:aol:aol_server:3.1: "
cpe:2.3:a:aol:aol_server:3.2:* "
cpe:2.3:a:aol:aol_server:3.2.1:
cpe:2.3:a:aol:aol_server:3.3:* "
cpe:2.3:a:aol:aol_server:3.3.1:
cpe:2.3:a:aol:aol_server:3.4:* "

cpe:2.3:a:aol:aol_server:3.4.1:*

cpe:2.3:a:aol:aol_server:3.4.2:* " *

No vendor comments have been submitted for this CVE
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