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AVNACUAUNCPIPAP Certain versions of Excel from Microsoft contain the following
’ vulnerability:

The Macro Security Model in Microsoft Excel 2000 and 2002 for
Windows allows remote attackers to execute code in the Local
Computer zone by embedding HTML scripts within an Excel workbook
that contains an XSL stylesheet, aka "Excel XSL Stylesheet Script
Execution".

CVE-2002-0618 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Microsoft Security Bulletin MS02-031 - Moderate | Microsoft Docs B® MS MS02-031

'‘Excel XP xml stylesheet problems' - MARC [ marc.info | () NTBUGTRAQ 20020524

Excel XP xml stylesheet

problems

Microsoft Excel XML Stylesheet Arbitrary Code Execution Vulnerability (D BID 4821

ISS X-Force Database: excel-xsl-script-execution (9399): Microsoft Excel XSL (@ XF excel-xsl-script-

Stylesheet allows attacker to execute script code execution(9399)

Excel XP xml stylesheet problems @ MISC
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Microsoft Excel 2000 All All All
Application Microsoft Excel 2000 sp2 All All
Application Microsoft Excel 2000 sri All All
Application Microsoft Excel 2002 All All All
Application Microsoft Excel 2002 sp1 All All
Application Microsoft Excel 2000 All All All
Application Microsoft Excel 2000 sp2 All All
Application Microsoft Excel 2000 sri All All
Application Microsoft Excel 2002 All All All
Application Microsoft Excel 2002 spi All All
Application Microsoft Office 2000 All All All
Application Microsoft Office Xp All All All
Application Microsoft Office 2000 All All All
Application Microsoft Office Xp All All All
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No vendor comments have been submitted for this CVE
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