CVE-2002-0639

MITRE NVD CVE.ORG

CVE CVE-2002-0639
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Primary CVSS: v3.1 9.8 CRITICAL from nvd@nist.gov

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-190 | n/a

Version Source Type Score Severity
3.1 nvd@nist.gov Primary 9.8 CRITICAL
2.0 nvd@nist.gov Primary 10

JSON API Print: PDF 1)

Published 2002-07-03 04:00:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description Integer overflow in sshd in OpenSSH 2.9.9 through 3.3 allows remote attackers to execute arbitrary code during challenge |

Vector

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

AV:N/AC:L/Au:N/C:C/I:C/A:C
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https://cve.report/
https://cve.report/CVE-2002-0639/mitre
https://cve.report/CVE-2002-0639/nist
https://cve.report/CVE-2002-0639/cve_org
https://cve.report/api/cve/CVE-2002-0639.json
https://cve.report/CVE-2002-0639.pdf

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

J B

CVSS v2.0 Breakdown
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AV:N/AC:L/Au:N/C:C/1:C/A:C

/ [

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openbsd Openssh All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

Neohapsis Archives - Bugtraq - [OpenPKG-SA-2002.005] OpenPKG Security Advisory (openssh) - From openpkgopenpkg.org

'How to reproduce OpenSSH Overflow.' - MARC

\g/ww.osvdb.org/6245

E’nytime na Twitterze: "There are a lot of redactions here, but it looks like the focus here might have been an exploit that lead also to the follow
Debian -- Security Information -- DSA-134-4 ssh

ftp.caldera.com/pub/security/OpenLinux/CSSA-2002-030.0.txt

CERT Advisory CA-2002-18 OpenSSH Vulnerabilities in Challenge Response Handling

OpenSSH Challenge-Response Buffer Overflow Vulnerabilities

Home - Conectiva

LinuxSecurity.com: EnGarde: OpenSSH vulnerabilities


http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://archives.neohapsis.com/archives/bugtraq/2002-06/0335.html
http://marc.info/?l=bugtraq&m=102521542826833&w=2
http://www.osvdb.org/6245
https://twitter.com/RooneyMcNibNug/status/1152332585349111810
http://www.debian.org/security/2002/dsa-134
ftp://ftp.caldera.com/pub/security/OpenLinux/CSSA-2002-030.0.txt
http://www.cert.org/advisories/CA-2002-18.html
http://www.securityfocus.com/bid/5093
http://distro.conectiva.com.br/atualizacoes/?id=a&anuncio=000502
http://www.linuxsecurity.com/advisories/other_advisory-2177.html

Mandrakesoft Security Advisories

www.itrc.hp.com/service/cki/docDisplay.do

ISS X-Force Database: openssh-challenge-response-bo (9169): OpenSSH "Challenge-Response" authentication buffer overflow
advise123

CERT/CC Vulnerability Note VU#369347

'OpenSSH Security Advisory (adv.iss)' - MARC

'Revised OpenSSH Security Advisory (adv.iss)' - MARC

CVE Program record

NVD vulnerability detail

4] |

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2008-05-15 Mark J Cox  Not vulnerable. This issue did not affect the versions of OpenSSH as shipped with Red Hat Ente

/ ]

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api
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http://www.mandrakesoft.com/security/advisories?name=MDKSA-2002:040
http://www1.itrc.hp.com/service/cki/docDisplay.do?docId=HPSBUX0206-195
http://www.iss.net/security_center/static/9169.php
https://web.archive.org/web/20080622172542/www.iss.net/threats/advise123.html
http://www.kb.cert.org/vuls/id/369347
http://marc.info/?l=bugtraq&m=102514371522793&w=2
http://marc.info/?l=bugtraq&m=102514631524575&w=2
https://www.cve.org/CVERecord?id=CVE-2002-0639
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https://cve.report/mitre
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https://status.cve.report
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