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Certain versions of Bind from Isc contain the following vulnerability:

Buffer overflow in the DNS resolver code used in libc, glibc, and libbind,
as derived from ISC BIND, allows remote malicious DNS servers to
cause a denial of service and possibly execute arbitrary code via the
stub resolvers.

CVSS2 Score: 7.5 - HIGH
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CVE References

Description Tags Link

Multiple Vendor libc DNS Resolver Buffer Overflow Vulnerability cve.report (archive)

text/html

 BID 5100

Pine Digital Security www.pine.nl

text/html

 MISC
www.pine.nl/advisories/pine-
cert-20020601.txt

CERT Advisory CA-2002-19 Buffer Overflows in Multiple DNS Resolver Libraries Patch

Third Party Advisory

US Government Resource

www.cert.org

text/html

 CERT CA-2002-19

Advisories - Mandriva Linux frontal2.mandriva.com

text/html

 MANDRAKE MDKSA-
2002:038

redhat.com | Red Hat Support www.redhat.com  REDHAT RHSA-

CVE-2002-0651 has been assigned by  cve@mitre.org to track the vulnerability

 �

�

https://cve.report/
https://cve.report/CVE-2002-0651/mitre
https://cve.report/CVE-2002-0651/nist
https://cve.report/CVE-2002-0651/cve_org
https://cve.report/CVE-2002-651.pdf
http://cve.report/software/isc/bind
http://cve.report/vendor/isc
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://cve.report/bid/5100
http://www.pine.nl/advisories/pine-cert-20020601.txt
http://www.cert.org/advisories/CA-2002-19.html
http://frontal2.mandriva.com/security/advisories?name=MDKSA-2002:038


redhat.com | Red Hat Support www.redhat.com

text/html

 REDHAT RHSA-
2002:133

ftp.NetBSD.ORG

text/plain

 NETBSD NetBSD-
SA2002-006

No Description Provided ftp.caldera.com

Inactive Link Not Archived

 CALDERA CSSA-2002-
SCO.37

No Description Provided patches.sgi.com

Inactive Link Not Archived

 SGI 20020701-01-I

redhat.com | Red Hat Support www.redhat.com

text/html

 REDHAT RHSA-
2002:167

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL
oval:org.mitre.oval:def:4190

CERT/CC Vulnerability Note VU#803539 US Government Resource

www.kb.cert.org

text/html

 CERT-VN VU#803539

redhat.com | Red Hat Support www.redhat.com

text/html

 REDHAT RHSA-
2003:154

redhat.com | Red Hat Support web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-
2002:139

ISS X-Force Database: dns-resolver-lib-bo (9432): Multiple vendor DNS resolver
library buffer overflow

Vendor Advisory

web.archive.org

text/html

Inactive Link Not Archived

 XF dns-resolver-lib-
bo(9432)

Neohapsis Archives - IBM AIX lists - Re: Security - From
aixserv_at_austin.ibm.com

web.archive.org

text/html

Inactive Link Not Archived

 AIXAPAR IY32746

'FreeBSD Security Advisory FreeBSD-SA-02:28.resolv' - MARC marc.info

text/html

 FREEBSD FreeBSD-SA-
02:28

Neohapsis Archives - EnGarde Linux - [ESA-20020724-018] Buffer overflow in
BIND4-derived resolver code. - From engarde-announce-
admins_at_guardiandigital.com

web.archive.org

text/html

Inactive Link Not Archived

 ENGARDE ESA-
20020724-018

No Description Provided www.linux-mandrake.com

Inactive Link Not Archived

 MANDRAKE MDKSA-
2002:043

No Description Provided ftp.caldera.com

Inactive Link Not Archived

 CALDERA CSSA-2002-
SCO.39

redhat.com | Red Hat Support www.redhat.com

text/html

 REDHAT RHSA-
2002:119

'Remote buffer overflow in resolver code of libc' - MARC marc.info

text/html

 BUGTRAQ 20020626
Remote buffer overflow in
resolver code of libc

No Description Provided web.archive.org

text/html

Inactive Link Not Archived

 CONECTIVA CLSA-
2002:507

No Description Provided web.archive.org

text/html

Inactive Link Not Archived

 NTBUGTRAQ 20020703
Buffer overflow and DoS i
BIND

http://www.redhat.com/support/errata/RHSA-2002-133.html
https://cve.report/CVE-2002-0651/25553791
ftp://ftp.caldera.com/pub/updates/UnixWare/CSSA-2002-SCO.37
ftp://patches.sgi.com/support/free/security/advisories/20020701-01-I/
http://www.redhat.com/support/errata/RHSA-2002-167.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A4190
http://www.kb.cert.org/vuls/id/803539
http://www.redhat.com/support/errata/RHSA-2003-154.html
https://web.archive.org/web/2002/http://rhn.redhat.com/errata/RHSA-2002-139.html
https://web.archive.org/web/2002/http://www.iss.net/security_center/static/9432.php
https://web.archive.org/web/2002/http://archives.neohapsis.com/archives/aix/2002-q3/0001.html
http://marc.info/?l=bugtraq&m=102520962320134&w=2
https://web.archive.org/web/2002/http://archives.neohapsis.com/archives/linux/engarde/2002-q3/0002.html
http://www.linux-mandrake.com/en/security/2002/MDKSA-2002-043.php
ftp://ftp.caldera.com/pub/updates/OpenServer/CSSA-2002-SCO.39
http://www.redhat.com/support/errata/RHSA-2002-119.html
http://marc.info/?l=bugtraq&m=102513011311504&w=2
https://web.archive.org/web/2002/http://distro.conectiva.com/atualizacoes/?id=a&anuncio=000507
https://web.archive.org/web/2002/http://archives.neohapsis.com/archives/ntbugtraq/2002-q3/0000.html


← Previous ID Next ID→

Inactive Link Not Archived BIND

'[OpenPKG-SA-2002.006] OpenPKG Security Advisory (bind)' - MARC marc.info

text/html

 BUGTRAQ 20020704
[OpenPKG-SA-2002.006]
OpenPKG Security Advisory
(bind)

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Isc Bind 9.4.0 All All All

Application Isc Bind 9.4.0 All All All

No vendor comments have been submitted for this CVE
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