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Summary

CVE CVE-2002-0664

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-10-04 04:00:00 UTC

Updated 2016-10-18 02:21:00 UTC

Description The default Access Control Lists (ACLs) of the administration database for ZMerge 4.x and 5.x provides arbitrary users (including anonymous users) with Manager level access, which allows the users to read or modify import/export scripts.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Granite Software Zmerge 4.0 All All All

Application Granite Software Zmerge 5.0 All All All

Application Granite Software Zmerge 4.0 All All All

Application Granite Software Zmerge 5.0 All All All

References

Reference Source

ISS X-Force Database: zmerge-admindb-script-access (10057): ZMerge administration database could allow unauthorized script access XF

'Rapid 7 Advisory R7-0005: ZMerge Insecure Default ACLs' - MARC BUGTRAQ

Zmerge Administration Database Insecure Default Access Control List BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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