
CVE-2002-0670
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2002-0670

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-07-23 04:00:00 UTC

Updated 2008-09-05 20:28:00 UTC

Description The web interface for Pingtel xpressa SIP-based voice-over-IP phone 1.2.5 through 1.2.7.4 uses Base64 encoded usernames and passwords for HTTP basic authentication, which allows remote attackers to steal and easily decode the passwords via sniffing.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Pingtel Xpressa 1.2.5 All All All

Hardware Pingtel Xpressa 1.2.7.4 All All All

Hardware Pingtel Xpressa 1.2.5 All All All

Hardware Pingtel Xpressa 1.2.7.4 All All All

References

Reference

A071202-1

www.pingtel.com/PingtelAtStakeAdvisoryResponse.jsp

ISS X-Force Database: pingtel-xpressa-plaintext-passwords (9565): Pingtel xpressa basic HTTP authentication transmits Base64 encoded plaintext usernames and passwords

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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