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Summary

CVE CVE-2002-0671

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-07-23 04:00:00 UTC

Updated 2024-02-03 02:32:00 UTC

Description Pingtel xpressa SIP-based voice-over-IP phone 1.2.5 through 1.2.7.4 downloads phone applications from a web site but can not verify the integrity of the applications, which could allow remote attackers to install Trojan horse applications via DNS spoofing.

Risk And Classification

Problem Types: CWE-494

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Pingtel Xpressa - All All All

Hardware Pingtel Xpressa 1.2.5 All All All

Hardware Pingtel Xpressa 1.2.7.4 All All All

Hardware Pingtel Xpressa 1.2.5 All All All

Hardware Pingtel Xpressa 1.2.7.4 All All All

Operating System Pingtel Xpressa Firmware 1.2.5 All All All

Operating System Pingtel Xpressa Firmware 1.2.7.4 All All All

References

Reference

A071202-1

www.pingtel.com/PingtelAtStakeAdvisoryResponse.jsp

ISS X-Force Database: pingtel-xpressa-dns-spoofing (9566): Pingtel xpressa DNS spoofing could cause a user to download malicious applications

Pingtel Expressa Arbitrary Application Installation Vulnerability

CVE Program record

NVD vulnerability detail

https://cve.report/
https://cve.report/CVE-2002-0671/mitre
https://cve.report/CVE-2002-0671/nist
https://cve.report/CVE-2002-0671/cve_org
https://cve.report/api/cve/CVE-2002-0671.json
https://cve.report/CVE-2002-0671.pdf
http://cve.report/vendor/pingtel
http://cve.report/software/pingtel/xpressa
http://cve.report/vendor/pingtel
http://cve.report/software/pingtel/xpressa
http://cve.report/vendor/pingtel
http://cve.report/software/pingtel/xpressa
http://cve.report/vendor/pingtel
http://cve.report/software/pingtel/xpressa
http://cve.report/vendor/pingtel
http://cve.report/software/pingtel/xpressa
http://cve.report/vendor/pingtel
http://cve.report/software/pingtel/xpressa_firmware
http://cve.report/vendor/pingtel
http://cve.report/software/pingtel/xpressa_firmware
http://www.atstake.com/research/advisories/2002/a071202-1.txt
http://www.pingtel.com/PingtelAtStakeAdvisoryResponse.jsp
http://www.iss.net/security_center/static/9566.php
http://www.securityfocus.com/bid/5224
https://www.cve.org/CVERecord?id=CVE-2002-0671
https://nvd.nist.gov/vuln/detail/CVE-2002-0671


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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