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Summary

CVE CVE-2002-0677

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-07-23 04:00:00 UTC

Updated 2018-10-30 16:26:00 UTC

Description CDE ToolTalk database server (ttdbserver) allows remote attackers to overwrite arbitrary memory locations with a zero, and possibly gain privileges, via a file descriptor argument in an AUTH_UNIX procedure call, which is used as a table index by the _TT_ISCLOSE procedure.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Caldera Openunix 8.0 All All All

Operating System Caldera Openunix 8.0 All All All

Application Caldera Unixware 7 All All All

Application Caldera Unixware 7.1.1 All All All

Application Caldera Unixware 7.1_.0 All All All

Application Caldera Unixware 7 All All All

Application Caldera Unixware 7.1.1 All All All

Application Caldera Unixware 7.1_.0 All All All

Operating System Compaq Tru64 4.0f All All All

Operating System Compaq Tru64 4.0g All All All

Operating System Compaq Tru64 5.0a All All All

Operating System Compaq Tru64 5.1 All All All

Operating System Compaq Tru64 5.1a All All All

Operating System Compaq Tru64 4.0f All All All

Operating System Compaq Tru64 4.0g All All All

Operating System Compaq Tru64 5.0a All All All

Operating System Compaq Tru64 5.1 All All All
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Operating System Compaq Tru64 5.1 All All All

Operating System Compaq Tru64 5.1a All All All

Operating System Hp Hp-ux 10.10 All All All

Operating System Hp Hp-ux 10.20 All All All

Operating System Hp Hp-ux 10.24 All All All

Operating System Hp Hp-ux 11.00 All All All

Operating System Hp Hp-ux 11.11 All All All

Operating System Hp Hp-ux 10.10 All All All

Operating System Hp Hp-ux 10.20 All All All

Operating System Hp Hp-ux 10.24 All All All

Operating System Hp Hp-ux 11.00 All All All

Operating System Hp Hp-ux 11.11 All All All

Operating System Ibm Aix 4.3.3 All All All

Operating System Ibm Aix 5.1 All All All

Operating System Ibm Aix 4.3.3 All All All

Operating System Ibm Aix 5.1 All All All

Operating System Sgi Irix 5.2 All All All

Operating System Sgi Irix 5.3 All All All

Operating System Sgi Irix 6.0 All All All

Operating System Sgi Irix 6.0.1 All All All

Operating System Sgi Irix 6.1 All All All

Operating System Sgi Irix 6.2 All All All

Operating System Sgi Irix 6.3 All All All

Operating System Sgi Irix 6.4 All All All

Operating System Sgi Irix 6.5 All All All

Operating System Sgi Irix 6.5.1 All All All

Operating System Sgi Irix 6.5.10 All All All

Operating System Sgi Irix 6.5.11 All All All

Operating System Sgi Irix 6.5.12 All All All

Operating System Sgi Irix 6.5.13 All All All

Operating System Sgi Irix 6.5.14 All All All

Operating System Sgi Irix 6.5.15 All All All

Operating System Sgi Irix 6.5.16 All All All

Operating System Sgi Irix 6.5.2 All All All

Operating System Sgi Irix 6.5.3 All All All

Operating System Sgi Irix 6.5.4 All All All
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Operating System Sgi Irix 6.5.5 All All All

Operating System Sgi Irix 6.5.6 All All All

Operating System Sgi Irix 6.5.7 All All All

Operating System Sgi Irix 6.5.8 All All All

Operating System Sgi Irix 6.5.9 All All All

Operating System Sgi Irix 5.2 All All All

Operating System Sgi Irix 5.3 All All All

Operating System Sgi Irix 6.0 All All All

Operating System Sgi Irix 6.0.1 All All All

Operating System Sgi Irix 6.1 All All All

Operating System Sgi Irix 6.2 All All All

Operating System Sgi Irix 6.3 All All All

Operating System Sgi Irix 6.4 All All All

Operating System Sgi Irix 6.5 All All All

Operating System Sgi Irix 6.5.1 All All All

Operating System Sgi Irix 6.5.10 All All All

Operating System Sgi Irix 6.5.11 All All All

Operating System Sgi Irix 6.5.12 All All All

Operating System Sgi Irix 6.5.13 All All All

Operating System Sgi Irix 6.5.14 All All All

Operating System Sgi Irix 6.5.15 All All All

Operating System Sgi Irix 6.5.16 All All All

Operating System Sgi Irix 6.5.2 All All All

Operating System Sgi Irix 6.5.3 All All All

Operating System Sgi Irix 6.5.4 All All All

Operating System Sgi Irix 6.5.5 All All All

Operating System Sgi Irix 6.5.6 All All All

Operating System Sgi Irix 6.5.7 All All All

Operating System Sgi Irix 6.5.8 All All All

Operating System Sgi Irix 6.5.9 All All All

Operating System Sun Solaris 2.6 All All All

Operating System Sun Solaris 2.6 All All All

Operating System Sun Sunos 5.5.1 All All All

Operating System Sun Sunos 5.7 All All All

Operating System Sun Sunos 5.8 All All All

Operating System Sun Sunos 5.5.1 All All All
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Operating System Sun Sunos 5.5.1 All All All

Operating System Sun Sunos 5.7 All All All

Operating System Sun Sunos 5.8 All All All

Application Xi Graphics Dextop 2.1 All All All

Application Xi Graphics Dextop 2.1 All All All

References

Reference

20021102-02-P

Repository / Oval Repository

Repository / Oval Repository

CSSA-2002-SCO.28

CERT Advisory CA-2002-20 Multiple Vulnerabilities in CDE ToolTalk

Repository / Oval Repository

VU#975403 - Common Desktop Environment (CDE) ToolTalk RPC database server (rpc.ttdbserverd) does not adequately validate file descriptor arguement to _TT_ISCLOSE()

20020710 [CORE-20020528] Multiple vulnerabilities in ToolTalk Database server

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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