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Summary

CVE CVE-2002-0692

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-10-10 04:00:00 UTC

Updated 2019-04-30 14:27:00 UTC

Description Buffer overflow in SmartHTML Interpreter (shtml.dll) in Microsoft FrontPage Server Extensions (FPSE) 2000 and 2002 allows remote attackers to cause a denial of service (CPU consumption) or run arbitrary code, respectively, via a certain type of web file request.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Frontpage Server Extensions 2000 All All All

Application Microsoft Frontpage Server Extensions 2002 All All All

Application Microsoft Frontpage Server Extensions 2000 All All All

Application Microsoft Frontpage Server Extensions 2002 All All All

Operating System Microsoft Windows 2000 All All All All

Operating System Microsoft Windows 2000 All sp1 All All

Operating System Microsoft Windows 2000 All sp2 All All

Operating System Microsoft Windows 2000 All sp3 All All

Operating System Microsoft Windows 2000 All All All All

Operating System Microsoft Windows 2000 All sp1 All All

Operating System Microsoft Windows 2000 All sp2 All All

Operating System Microsoft Windows 2000 All sp3 All All

Operating System Microsoft Windows Xp All All home All

Operating System Microsoft Windows Xp All gold professional All

Operating System Microsoft Windows Xp All sp1 home All

Operating System Microsoft Windows Xp All All home All

Operating System Microsoft Windows Xp All gold professional All
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Operating System Microsoft Windows Xp All gold professional All

Operating System Microsoft Windows Xp All sp1 home All

References

Reference

ISS X-Force Database: fpse-smarthtml-interpreter-dos (10194): FrontPage Server Extensions (FPSE) 2000 SmartHTML Interpreter denial of service

ISS X-Force Database: fpse-smarthtml-interpreter-bo (10195): FrontPage Server Extensions (FPSE) 2002 SmartHTML Interpreter buffer overflow

CERT/CC Vulnerability Note VU#723537

Microsoft Security Bulletin MS02-053 - Critical | Microsoft Docs

Microsoft FrontPage Server Extensions SmartHTML Buffer Overflow Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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