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Summary

CVE CVE-2002-0713

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-07-26 04:00:00 UTC

Updated 2016-10-18 02:21:00 UTC

Description Buffer overflows in Squid before 2.4.STABLE6 allow remote attackers to cause a denial of service (crash) and possibly execute arbitrary code (1) via the MSNT auth helper (msnt_auth) when using denyusers or allowusers files, (2) via the gopher client, or (3) via the FTP server directory listing parser when HTML output is generated.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Squid Squid All All All All

References

Reference Source Link

MDKSA-2002:044 MANDRAKE www.linux-mandrake.com

Squid-2.4 Patches CONFIRM www.squid-cache.org

CSSA-2002-046.0 CALDERA ftp.caldera.com

Squid FTP Directory Parsing Buffer Overflow Vulnerability BID www.securityfocus.com

redhat.com | Red Hat Support REDHAT rhn.redhat.com

ISS X-Force Database: squid-gopher-bo (9480): Squid Web Proxy Cache multiple gopher buffer overflows XF www.iss.net

www.squid-cache.org/Advisories/SQUID-2002_3.txt CONFIRM www.squid-cache.org

ISS X-Force Database: squid-msnt-helper-bo (9482): Squid Web Proxy Cache msnt_auth buffer overflow XF www.iss.net

redhat.com | Red Hat Support REDHAT rhn.redhat.com

ISS X-Force Database: squid-ftp-dir-bo (9481): Squid Web Proxy Cache multiple FTP directory buffer overflows XF www.iss.net

Squid MSNT Auth Helper Buffer Overflow Vulnerability BID www.securityfocus.com

Squid Gopher Proxy Buffer Overflow Vulnerability BID www.securityfocus.com

'TSLSA-2002-0062 - squid' - MARC BUGTRAQ marc.info
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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