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CVE CVE-2002-0714
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-07-26 04:00:00 UTC
Updated 2016-10-18 02:21:00 UTC
Description FTP proxy in Squid before 2.4.STABLE6 does not compare the IP addresses of control and data connections with the FTP
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Squid Squid Al Al Al Al
Reference

5924

MDKSA-2002:044

Home - Conectiva

Squid-2.4 Patches

CSSA-2002-046.0

Squid FTP Proxy Data Channel Vulnerabilities
redhat.com | Red Hat Support
www.squid-cache.org/Advisories/SQUID-2002_3.txt
redhat.com | Red Hat Support

ISS X-Force Database: squid-ftp-data-injection (9479): Squid Web Proxy Cache FTP data channels could allow data injection or data hijacking
"TSLSA-2002-0062 - squid' - MARC

CVE Program record

NVD vulnerability detail



https://cve.report/
https://cve.report/CVE-2002-0714/mitre
https://cve.report/CVE-2002-0714/nist
https://cve.report/CVE-2002-0714/cve_org
https://cve.report/api/cve/CVE-2002-0714.json
https://cve.report/CVE-2002-0714.pdf
http://cve.report/vendor/squid
http://cve.report/software/squid/squid
http://www.osvdb.org/5924
http://www.linux-mandrake.com/en/security/2002/MDKSA-2002-044.php
http://distro.conectiva.com.br/atualizacoes/?id=a&anuncio=000506
http://www.squid-cache.org/Versions/v2/2.4/bugs/
ftp://ftp.caldera.com/pub/security/OpenLinux/CSSA-2002-046.0.txt
http://www.securityfocus.com/bid/5158
http://rhn.redhat.com/errata/RHSA-2002-130.html
http://www.squid-cache.org/Advisories/SQUID-2002_3.txt
http://rhn.redhat.com/errata/RHSA-2002-051.html
http://www.iss.net/security_center/static/9479.php
http://marc.info/?l=bugtraq&m=102674543407606&w=2
https://www.cve.org/CVERecord?id=CVE-2002-0714
https://nvd.nist.gov/vuln/detail/CVE-2002-0714
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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