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CVE CVE-2002-0727
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-09-24 04:00:00 UTC
Updated 2018-10-12 21:31:00 UTC
Description The Host function in Microsoft Office Web Components (OWC) 2000 and 2002 is exposed in components that are marked ¢
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Microsoft Office Web Components 2000 All All All

Application Microsoft Office Web Components 2002 All All All

Application Microsoft Office Web Components 2000 All All All

Application Microsoft Office Web Components 2002 All All All

Application Microsoft Project 2002 All All All

Application Microsoft Project 2002 All All All
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ISS X-Force Database: owc-spreadsheet-host-script-execution (8777): Microsoft OWC Spreadsheet component "=HOST()" formula could be t
Microsoft Security Bulletin MS02-044 - Critical | Microsoft Docs

3006

20020408 Scripting for the scriptless with OWC in |IE (GM#005-IE)

Microsoft Office Web Components Active Script Execution Vulnerability

CVE Program record

NVD vulnerability detail
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https://cve.report/CVE-2002-0727/nist
https://cve.report/CVE-2002-0727/cve_org
https://cve.report/CVE-2002-0727.pdf
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/office_web_components
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/office_web_components
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/office_web_components
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/office_web_components
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/project
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/project
http://www.iss.net/security_center/static/8777.php
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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