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Race condition in bzip2 before 1.0.2 in FreeBSD 4.5 and earlier, OpenLinux 3.1 and 3.1.1, and possibly other operating sys
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Bzip Bzip2 0.9.0 All All All
Bzip Bzip2 0.9.0a All All All
Bzip Bzip2 0.9.0b All All All
Bzip Bzip2 0.9.0c All All All
Bzip Bzip2 0.9.5a All All All
Bzip Bzip2 0.9.5b All All All
Bzip Bzip2 0.9.5¢ All All All
Bzip Bzip2 0.9.5d All All All
Bzip Bzip2 1.0 All All Al
Bzip Bzip2 1.0.1 All All All
Bzip Bzip2 0.9.0 All All Al
Bzip Bzip2 0.9.0a All All All
Bzip Bzip2 0.9.0b All All All
Bzip Bzip2 0.9.0c All All Al
Bzip Bzip2 0.9.5a All All All
Bzip Bzip2 0.9.5b All All All
Bzip Bzip2 0.9.5¢ All All All
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Application Bzip Bzip2 0.9.5d Al Al All

Application Bzip Bzip2 1.0 All All All
Application Bzip Bzip2 1.0.1 All All All
Reference

ISS X-Force Database: bzip2-decompression-race-condition (9127): bzip2 file decompression race condition could create world readable files
bzip2 Insecure Decompressed File Permissions Vulnerability

CSSA-2002-039.0

FreeBSD-SA-02:25

CVE Program record

NVD vulnerability detail

1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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